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depepanbHana npokypatypa LLiBenuapum
B Oopbbe ¢ KkubepnpecrtynHocTbio | Le
Ministere public de la Confédération
(MPC) dans la lutte cotre
cybercriminalité

ABTOp: Hapexnpa Cnkopckas, JlozaHHa , 30.07.2025.

MexxayHapogHble paccnegosaHuns ®I n penepanbHoro ynpasneHusa nonnummn fedpol
NPUBENN K OCYXXAEHUIO 3a PULLNHT B BennkobputaHum nocse Toro, Kak KJaneHThbl
wBenuapckmnx 6aHKoB NocTpaganu Ha Cymmy nopsaka 2.4 MaH ppaHKoB.

Les investigations internationales de la MPC et fedpol ont menés a une condamnation pour
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le realitime-phishing en Angleterre apres que de nombreux clients de banques suisses ont
été victimes d’une escroquerie s’'élevant a CHF 2.4 millions.

Le Ministere public de la Confédération (MPC) dans la lutte cotre cybercriminalité

[Be Hepenn Ha3apg Hawa MNa3eTa paccka3sbiBajsa 0 AencTBuAX ®epgepasbHOM NPOKypaTypbl
LLIBenuapumn COBMECTHO C NpaBOOXpPaHUTEsIbHbIMU OpraHamMun B ApPYyrux CTpaHax ansg
BbISIBJIEHNA NPECTYNHUKOB, Y4aCTBOBABLUUX B NOC/AeQHNE HECKOJIbKO JIeT B MacCCOBbIX
kKnbepaTakax Ha LUBENLAPCKME 0OBbEKThI - XXEPTBOM OAHOW U3 aTak CTasio Halle n3gaHune.

Cyas no BCceMy, LLIBeNLapLbl B3SJINCb 3a AEJ10 CO BCEN CEPbE3HOCTbLIO: BYEpa CTaso
M3BEeCTHO 06 ycneLwHOM 3aBepLUeHnm elle 04HOro MeXXAyHapoaHOro paccsiefoBaHus,
MO3BOJIMBLLENO BbIIBUTb NPECTYMHUKA, «CheLnanmsnpoBasLlerocs» B o6nactn pullnHra B
peasibHOM BPeMeHU, TO eCTb B BUAE UHTEPHET-MOLLIEHHNYECTBA, LiefIblo KOTOPOro
ABNSAETCA MoJlyYeHne OoCTyrna K KOHpUAeHLUNnabHbIM

NaHHbIM MOJIb30BaTENIE — JIOTMHAM U NapoJIsiM..

C 2022 ropa ®epgepanbHada npokypaTypa (PI1) Bena yronoBHoe paccsenoBaHne B CBA3MU C
cepuen KpynHoMacwTabHbIX PULLINHIOBLIX aTaK, COBEPLLUEHHbIX C MOMOLLbIO MOAAENbHbIX
Beb-canToB A1 BXO4A B CUCTEMY 3IEKTPOHHOro 6aHKuHra. B pesynbTaTe 3TOM adepsbl
KJINEHTbI WBenuapcknx 6aHkoB noHecsn yuwepb Ha cyMmmy 2,4 MAH LUBENLAPCKNX
(hpaHKOB.

B ntone 2022 rona depepanbHaa npokypaTypa (PI1) Bo3byanna yronosHoe geno NnpoTms
Hen3BeCTHbIX JINL, MO NOJ03PEHUI0 B MOLLUEHHNYECKOM UCMOJIb30BaHUN KOMMbloTEpa (CT.
147, 4. 1 B cBA3K C 4. 2 YroNI0OBHOIro Kogekca LLisenuapun) B CBA3KU C 0BLLMPHON cepuren
PpUWKMHroBbIX aTak. PaHee HEeCKOJIbKO KaHTOHaJIbHbIX MPOKYypaTyp y>ke Bo3byannu gena no
OKOJI0 TpUALUATK AeslaM B TOM XKe KOHTEKCTe, KoTopble 3aTeM bbiin nepeaaHsl B Ol un
obbeanHeHbl B 04HO NPOn3BOACTBO. B aBrycte 2023 roga, nocne yCTaHOB/IEHUSA IMYHOCTN
pa3paboTymKa n pacnpocTpaHuTens GuUWMHroBoro Habopa, yrososHoe Npon3sBoaCcTBO
ObIN10 paclMPEHO B OTHOLLIEHUN 3TOro nua.

Yaanocb yCTaHOBUTb, 4TO € Mas no ceHTsabpb 2022 roga HEN3BECTHbLIVM aBTOP Co30asn U
NCMoJib30BaJ1 HECKOJIbKO NoAfesibHbIX CTpaHUL, BXoAa ((PULLIMHIOBbIX CTPaAHUL) pa3inyHbIX
wBenuapcknx 6aHkKoB. 118 3TOro oOH UCNoJsib30Basl UHCTPYMEHT, Ha3blBaeMbli
pnwmHrosbeiMm Habopom. KnneHTbl 6aHKOB noHecnn yuepb, MOCKObKY Mpu NOUCKe B
Google oHK 6bIN NepeHanpaBaeHbl Ha 3TU PULLNHIOBbLIE CTPaHULbI, 0OTOBparkaBLUMeCs B
BMUOE peksaMHbIX 06bABIEHNIA, FAe OHW MbITaMCb BONTU B TO, YTO CYNTAIN CBOUM
3N1EeKTPOHHbIM BaHKOBCKUM CYETOM. 3aTeM B (DOHOBOM pexunme bbliv nepexsayeHsl
[aHHble 0N BXO4a B CUCTEMY XKEpPTB, YTO MO3BOJINO0 3/I0YMbILLIEHHUKY MOAYYUTb AOCTYM
K UX cHeTaM 3/1eKTPOHHOIro 6aHKUHIra € MOMOLLbIO MOXULLEHHbIX AAaHHbIX U UHULWNPOBAaTb
ABYX(AKTOPHYIO ayTeHTUdMKaunto. XXepTBbl, ybe)xgeHHble, 4TO HaXO4ATCA Ha HacToALEM
Beb-canTe cBoero 6aHka, BBOAWIN KOO ayTEHTUMDMKALNN, NOSyYeHHbIN no SMS, Ha
puwmHroBon cTpaHmue. 3TOT KOA4 nonagas B PyKWU 3/10yMbILLUJIEHHNKA, YTO NO3BOJAJIO eMy
yCrewHo BONTU B YYETHYIO 3aNnCb /IEKTPOHHOIr0 BaHKMHIra »XepTB 1 3aperncTpupoBaTb
NOMNOJIHNTESIbHOE YCTPOMNCTBO A5 ABYX(PaKTOPHON ayTeHTUPUKaunm. 3atem
3/10YMbILWAEHHUK MOl MOJYYUTb JOCTYMN K cHeTaM »xepTB 6e3 Kaknx-nnmbo fonoNHNTENbHbIX
OEeNCTBUN C X CTOPOHbI U NHNLUNMPOBaTb (PUHAHCOBbIE TpaH3akuun 6e3 nx segomMa u
cornacus.

Bnaronaps UHTEHCUBHbBIM pacciiefoBaHUAM, NpoBeAeHHbIM OefepasibHON NPOKypPaTypon n
fedpol, 6b11 HangeH U NOEHTUHULNPOBAH rpaXKaaHWH BennkobputaHum, pa3paboTymk n
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pacnpocTpaHnTenb puLIMHroBoro Habopa. B pe3ynbTaTe TeCHOro coTpyaHudectsa @I m
fedpol c EBponosiom, EBpotocToM 1 bpuTaHCKnMun cyfebHbiMy opraHamum 3TOT 4esioBeK bbin
apecToBaH B BennkobputaHuum n nepenaH B cya. MockonbkKy bpuTtaHCKue BNacTu y>ke Benu
aHaNornyHoe paccsefoBaHne B OTHOLIEHUM 3TOro simua, no npocbbe @I oHW NpuHAN
LBenLapcKoe paccriefoBaHme u Npoao/HKUAm ero B Benmkobputanun. MNocne 3toro O
YyroJsIoBHOE npecnenoBaHume npekpatuno. N BoT 23 niona 2025 roga obsnHAaemMbIn 6bin
npurosopeH Koponesckum cynom Southwark B BennkobputaHum K cemu rogam nmweHus
cBob0bl 38 UHKPUMUHMPYEMbIe eMy AesHUSA. [10 XoA4aTanCcTBY CTOPOHbLI 0OBUHEHMSA eMy
Takxe bbln BblHECEH MpuMKa3 0 NpefoTBPaALLEHUN TAXKKMUX NPeCcTynaeHnn.

«ITOT pe3ynbTaT CBUAETENbCTBYET 0 BaXKHOCTU U 3PPEKTUBHOCTUN MEXOYHAPOAHOIrO
coTpyaHuyecTBa B 6opbbe ¢ pacTywien knbepnpecTynHOCTbIO», - NOOYEPKMUBAETCS B
ohnuManbHOM KOMMIOHNKE DenepanbHOM NpoKypaTypbl LLBenuapuw.

HaBepHoOe, BaM X04eTCH Yy3HaTb, KTO »Xe 3TOT JIOBKUIN 3/10YyMbILLINEHHUK? KOMMIOHUKE
depepanbHOM NpokypaTypbl 06 3TOM yManymBaeT, 3aT0 KoposeBckas NpokypaTypa
paccka3ana 0 HeM BO BCex NogpobHOCTAX.

Peyb npet o 21-netHeM cTyaeHTe yHMBepcuteTa Onnm XosiMaHe, OTBETCTBEHHOM 3a
co3gaHue n noctaBky 1052 puwmnHrosbix Habopos, KoTopble BbIM HanpaBsieHbl NPOTUB 69
(PUHAHCOBbLIX YYPEXAEHNIN N KPYMNHbIX OpraHu3auunin, Bkaodaa 61aroTtBopuTesibHbIE
opraHmsauuun, B 24 cTpaHax n npueenun K ybbiTkaM, oLeHMBaAEMbIM MO MEHbLLEN Mepe B
100 MnUNINMOHOB PYHTOB CTEPJIMHIOB N0 BCeMY Mupy. Co3aaHHble M Habopbl cogep>xanun
dunwmnHrosyto Beb-ctpaHuLy, kotopas bbina paspaboTaHa Tak, 4ToObl BbIrNA4ETb Kak
HacToAWaN. TN MOWEHHNnYecKmne Beb-cTpaHuLbl UMenn BCTPOEHHbIe CKPUNTHI,
no3sgosifowme cobmpaTb BBEAEHHYO NH(OPMaLWIO, BKJOYAs AaHHbIE AN9 BXO4a B
y4YyeTHble 3anmncu n 6aHKOBCKME PEKBU3UTLI. XOJIMaH PacrpoCcTpaHan 3TU (PULLMHIOBbIE
CTpaHMUbl Yepes 3angpoBaHHbIN MecceHaXep Telegram, roe oH Tak>Xe npeanaras CBOu
COBETbl U TEXHNYECKYIO NogOepPXKKY APYrUM NinbaM, HaMepeBaBLUINMCA COBEPLUUTDb
MOLLUEHHNYeCTBO.

XonmaH 6b1n apecTtoBaH B oKTsbpe 2023 roaa, ero yHmBepcuTeTckoe xunbe B KeHTepbepu
61710 06bICKaHO, @ ero yCTponcTBa U3bAThl. [locne nepBoHa4YasibHOro apecTta XoJiMaH
NPOAOJ/IKaN UCMOIb30BaTb CBOW KaHan Telegram [ oka3aHWA MOALEPXKKMN U
obcnyxnBaHmna MULLIMHIoBbIX Habopos, noka 20 masa 2024 rona He Obl1 CHOBa apecToBaH
No MeCTy XWUTenbCTBa, rae 6biam n3bATbl LONONHUTENbHbIE YCTPONCTBA.

B xope paccnenoBaHus 661210 0bHapyxeHo 605bLIOe KOMYECTBO LN POBLIX
[OKa3aTeNbCTB, KOTOPbIE MPOKYypaTypa UCMoJsib30Basla AJ19 NoOCTpPoeHns ybeanTenbHoOro
Aena 1 yCnewHon cBsi3n XoJsIMaHa C OHJMIaH-NPecTyniaeHnsaMu.

KoposeBckas npokypaTypa CaHKLMOHUpoBasa 06BMHEHMS MPOTMB XosIMaHa Mo
pe3ysbTaTaM paccsiefoBaHus, NpoBeaeHHOro noamumen JIoHaoHcKoro Cutu npu
nonfep>XXkKe MexxayHapoaHblix NapTHepoB B LLBenuapumn (FeHepasibHas NpokypaTypa
LLBenuapun n degepasibHoOE yripaBieHne noamuum) n GUHASHANN.

«Co3paBas n npoaasas GuUWNHIrosble Habopbl, Onan XonmaH cnocobcTBoBan
LWMpokKoMacTabHOMy MOLWEHHNYEeCTBY, KOTOpPOE ApYyrme Ncnojib3oBanan ons
3KCrJlyaTauum HEBUHHbIX XXepTB B OrPOMHbIX MaclwiTabax, - 3asasuna Capa O)XeHHUHrC,
cneumnannsnpoBaHHbIN NPoKypop KoponeBcKonm NpokypaTypsbl. - X0JIMaH AenCcTBOBasl 13
KOPbLICTW U U3BJIEK OFPOMHYIO BbIFOAY U3 3TON HE3aKOHHOW AeATeNIbHOCTUN, (PUHAHCMPYSA
CBOW POCKOLLUHbIN 06pa3 XU3HU 3a c4eT BecYncneHHbIX Naen n NpegnpuaTuii, Kotopble



MOHEC/IN OrpoMHbIe (PUHAHCOBbLIE NOTEPU N MopasibHbIN yuepb. 4 HageCb, 4TO 3TO Aeno
CTaHeT YeTKUM CUIrHaJIOM 14 TeX, KTO HaMmepeBaeTCs coBeplwaTb MOLLIEHHNYeCTBO:
KaKnMn 6bl N30LLPEHHBIMU HY BbINV BallM METOAbl, Bbl HE CMOXKETEe CKPbITbCA 3a
AHOHNMHOCTbIO IHTepHeTa nnm 3awmngpoBaHHbIMK NaaThopMmamMmn. MoweHHUKK, NoaobHble
XonmaHy, byoyT pewmnTenbHO npecsiefoBaTbhCA NPaBOOXPaHNTEIbHbIMU OpraHaMu,
NPMBNIEKATbCA K OTBETCTBEHHOCTW NPOKYypaTypon n npeacTaBaTb nepen Cyoom».,

XonMaH, npoxxmeawowmin B ctkoTe, 3anagHbiii JIOHAOH, Npu3Han cebsi BUHOBHbLIM MO CeEMU
NMYHKTaM 0OBMHEHMS, BKOYAsA MOCOOHNYECTBO B COBEPLLUEHUN NPecTynieHuns,
N3roTOBJIEHNE WX NOCTABKY NPeaMeTOoB AJ1S UCMOJIb30BAaHUSA B MOLUEHHUYECTBE, a TakXe
nepenavy, npnobpeTeHne n xpaHeHne NPecTyrnHoOro NMyLLLeCTBa.

Tenepb, Nocsne BblHeCeHUs npurosopa, OTaen rno 6opbbe ¢ foxogamm oT NPeCTyNHON
AesiTeNbHOCTM BepHeT XoJ/IMaHa B Cy4 A1 NpoBeAeHns npouenypbl KOHOUCKaALUK B
OTHOLLEHUN NOACYANMOrO C LieJiblo BO3BPALLEHMWSI €r0 HE3aKOHHO MOJTyYeHHbIX A0X0L0B.

knbepnpecTynHOCTb B LLIBENLIAPUN
knbepbesonacHocTb LliBenuapuun
aTaKWN XaKepoB

Hapexnaa CI/IOpCKaﬂ
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