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B LLiBevuapum penucreyeT HOBbIK BUPYC-
BbiMoraTtesnb | En Suisse, un nouveau
rancongiciel

ABTop: Jlenna babaesa, XKeHeBa/bepH , 12.08.2014.
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TeKCT Ha MOHUTOpe coobLaeT 0 TOM, CKOJIbKO BPEMEHM OTMYLLEHO Ha onfaaTy Kjto4a
pacwungpoBKK, 1 O TOM, 4TO NO UCTeYeHN cpoka Tpebyemasa cymma yasouTcsa (tdg.ch)
LLIBeruapubl CTAHOBATCA XXepTBaMU KOMMbIOTEPHOr0 BMpYCa, WudpyoLwiero gannibl, 3a
pPaclWN(POBKY KOTOPbIX HY>XHO 3ani1aTuTb.
|
De plus en plus de Suisses sont victimes d’un nouveau virus qui chiffre les fichiers
éléctroniques dont le déchiffrage doit étre payé.
En Suisse, un nouveau rancongiciel

SynolLocker TM - Takoe HecTpallHOe UMS HOCUT, B 06LWLEM-TO, MUPHBbIN BUPYC. OH He
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CTupaeT nHpopmauunto, He BblAaeT becnonesHble pekaMHble coobLeHns, a NPoCToO...
wngpyeT dannbl 2048-6UMTHBIM KOLOM, KOTOPbIN CErOgHS CHUTAEeTCa He NoanatoLWwmMMcs
B3/10My. YT0ObI pacwmngpoBaTh hanabl, 4OCTAaTOYHO BBECTU CNELMasbHbIA K04, KOTOPbIN
MOXXHO KyNuUTb y co3aaTenen smpyca. 'ae »xe nx nckaTb, CNpocuT Yyntatens? C 3TUM Kak
pa3 npobnem HeT: y aBTOPOB eCTb CaiT, HA KOTOPOM MOXXHO MOOBLLATLCA C HUMU B YaTe.
OHW BEX/INBO OTBETAT Ha BCE OTHOCALWLMECSH K Aiesly BOMPOChl, Tak 4TO Yy obpaTumBLIerocs K
HUM - KIMeHTa? NocTpadaBLlero? - He OCTaHeTCsH COMHEHUI B NMopsAAKe onaaThl.

Mpwn 3TOM BMPYC CTPaLLEH JINb TeM, KTO UCMOJIb3yeT CeTeBble XpPaHUInLLa U3BECTHOWN
TaBaHbCKOW Kopriopauuu Synology Inc., n ocobeHHO TeM, KTO flaBHO Kyrnuja CBoe
YCTPOMCTBO U He 0OHOBWJ1 CTapylo BEPCUIO YCTAaHOBJIEHHOW Ha HEM yNpaBJifioLLen CUCTEMbI
DiskStation Manager oo camon nocnegHemn (Tak Kak cTapble Bepcum cogepxaT HEKOTOpbIe
owmnbKK, ncrnpasnaeHHble B bonee no3gHux sepcusx). Ecnm npeactasuTb, 4To SynolLocker
BHELPWIICA B CUCTEMHOE XPaHUIMLLE KOHCANTUHIOBON (OMPMbl, KOTOPas XpaHUT TaM
LeHHenwmne LOKYMEHTbl, TO MOXHO MOHATb YyBCTBa BM3HECMEHOB, Y KOTOPbIX
3acTonopuTcs paboTa 0O TOro MOMEHTa, Kak OHU 136aBATCS OT HOBOW 3/IEKTPOHHOW
HanacTu.

B nHTepsbto rasete Tribune de Geneve nporpammuct Pobep UnnonuT, koTopbii paboTaeT
B OTON cpepe yKe TpnauaTb J1IeT, MPU3HaNCs, 4TO eMy NPULLIOCh 3aniaTUTb OT UMEHN
O4HOIr0 U3 CBOMX KJIMEHTOB, YTOObLI MONYYUTb KJIOY paclunpoOBKM.

Mo nHpopMaL M XEeHEBCKOW MONLNN, B HEOENO BUPYC Mopa)kaeT ycTponcrtea 5-10
nosib3oBaTesien, a U3 TpuauaTn KnneHToB Pobepa B ceTn xakepoB nomnasancb ABoeE.
MporpaMmMuncT 6bin1 BbIHYXXAEH 3anaaTUTb Ha 3TON Hepene Tpebyemyto NMpaTamMm CyMMy B
HOYb CO BTOPHWKA Ha cpeny, Tak KakK 04AuH U3 NocTpanasBLUNX XOTesl HeMedJIeHHOro
pelweHns npobnemsl.

Pobep pacckasan o nepexxuTbix nepuneTusax: «MNepeas TPYAHOCTb COCTOSIa B TOM, 4YTO
nupaTbl TpeboBann onnaTy B 3/1IeKTPOHHOW BantoTe bitcoin (BuTkonH), a ee BGbICTPO He
AOCTaHeWb: HY>KHO OTKpbIBaTb CYET, NEPEBOAUNTb Ha HEro AeHbrun... Y1obbl COKOHOMUTDL
BpeMms, 9 oTnpaBuiacsa K butkonH-baHkomaTy B MNakn». Ha nepBbin B3rnag,
3/1I0YMbILWIEHHNKN XOTENN NMoay4nTb HEMHOro - Bcero 0,6 6utkomHa. Ho ecnu 3HaThb, 4TO
3Ta CyMMa cooTBeTCTByeT npubnnsntenbHo 650 ppaHKaM (Kypc nepemMeH4YumB B
3aBMCUMOCTM OT CTPaHbl, B KOTOPOW COBeEpLUAETCHA onepauns), To Mbicsib 0 6naropoacTee
BbIMOraTenen pactaeT caMa cobon.

Mocne onnaTbl KOMMbIOTEPLLMK BBE MOJIYHEHHbIN K04, HO CUCTEMa KJIMEHTa
oTpearvpoBaJsia Ha BMpYC (eLle 00 BBeAEHUA KJ0Ya) HeoOXXUAaHHbIM obpa3om, 1
pacwmngpoBaHHble (alnsibl, KOTOPbIE COXPAaHWUIN CBOU MPEXXHNE MMEHA, CTaslo HEBO3MOXXHO
NCnosib30BaThb. 10 3TOW NpUYMHE NPULIOCE NepeyCcTaHaBANnBaTb CUCTEMY, a NOC/e 3aHOBO
YyCTaHOBUTb BMPYC, 4TObbI elle pa3 npoaenaTb onepaunto paclingpoBKu.

Bnarogaps Takomy npukayYeHnto Pobep y3Han, Kak MOXXHO «COBCTBEHHbLIMU pyKamMm»
YCTaHOBUTb BMPYC B KOMMNbIOTEP. «Ha canTe XakepoB eCTb BKJlaAKa «noanepxkKa», rae
MO>XHO rMoobLaTbCa C aBTopaMun B 4aTe». Hanncas Tyaa, OH NOJIyYMsT O4EHb BEXJ/INBLIN
OTBET: «YBa>kaeMbllh NOCETUTENb, Mbl MPUHANN K CBEAEHMIO Bally npobnemy...», a yepes
4yac eMy npucianm onncaHmne HeobxoanUMbIX OENCTBUN.

NHTepecHo, 4TO Npu HaNN4YUM pe3epPBHON KOMUN Ha BHELLHEM XXECTKOM AUCKe UK cepBepe
MO>XHO ObIJIO HE MAAaTUTb NMPATaM HU CAHTUMa (HM BUTKOWHA, B JAaHHOM CJlyyae), a MpocTo
B3ATb HY>XHble faHHble N3 6e3onacHoro mecta. Pobep coBeTyeT KJMEHTaM MoKynaTb XOTA
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Obl BHELLHNE XKEeCTKMe ANCKU, HO, «KaK TOJIbKO peyb 3axoOuT o0 npuobpeTeHun
NOMOoNHUTENbHOro ob6opynoBaHUs, BCEM HAa4YMHAET Ka3aTbCs, YTO MM MbITAlOTCS NpoaaTh
6ecnonesHble NPOAYKTbl UK yCNyrn. TONbKO Te, KTO NEPEXNN BUPYCHYIO aTaKy, AyMaloT
NHayve...»

YTo Ke no Synology, To ee Nnpodaku noHavasy CHU3UINCL U3-3a NPOrpaMMbl-BbIMOraTens,
HO «MOTOM CUTYyauma HopManm3oBasacb». Ha cante ppaHLy3CKOro otaeneHmsa Synology
YNOMMHAETCH ONUCaHHbIN HaMW BUPYC N JAKOTCA CCbIIKN KaK A1 CKaYMBaHUA nocnenHen
Bepcum cuctembl DiskStation Manager, Tak n Ansa Noay4eHNs TEXHUYECKOW NOMOLLN B
cJ/ly4ae 3apa>keHus BUPYyCOM.

Nopnep>xka npuwisia n o CTOPOHbI LLIBENLL@pPCKUX B/lIaCcTEN: B YeTBEpr Ha canTte
KoHdenepauun nossuiock coobuieHne ¢ pekomeHgaumsamm no 6opbbe ¢ SynolLocker u
CCbINIKOM Ha 6ecnnaTHbIA OHNIANH-CEPBUC, KOTOPLIN MO3BOJISET CMPaBUTLCA C NOA0OHbIM
Bupycom - Cryptolocker.

MPOrpaMMmUCTbI B LLIBENLIAPUN

CTtaTbu no Teme

KnbepLunmoHbl «KpacHoro oktabpsa» NnpoHUKIN B MOCONbLCTBa B LlBenuapuun
bym knbepnpectynHocTu B LliBenuapumn
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