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OnybnmkoBaHo Ha LLBenuapunsa: HOBOCTU Ha pycckom sA3blike (https://nashagazeta.ch)

Kak obe3onacutb DaHKOBCKMEe BKJlaabl? |
Comment protéger ses comptes
bancaires?

AsTop: Hapexnaa Cnkopckas, XeHesa , 20.12.2011.
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B nponosxeHne cTaBWUX TPAAULMOHHBIMU NHTEPHET-KOH(epeHLINI, NpoBOAMMbIX Hallen
FaseToin.ch npu noanepxke NaznpombaHka, NpeanaraeM BalleMy BHMMaHuo beceny
3KCMepTOB Ha TeMy, KoTopas B nocsiegHee BpeMsi npnobpena ocobyio akTyaslbHOCTb: O
3aWwmTe 6AaHKOBCKMX BKJ1a[0B OT MPOVNCKOB 3/10YMbILLJIEHHNKOB.

La sécurité informatique est une grande question d'actualité: dans le cadre des


https://nashagazeta.ch
https://nashagazeta.ch/cities/zheneva
http://www.nashagazeta.ch/dossier/12702

conférences, organisées par NashaGazeta.ch avec le soutien de GazPromBank, nous vous
proposons une discussion sur la protection des données bancaires, menée par des experts
en Suisse et en Russie.

Comment protéger ses comptes bancaires?

NMNoMHuTe neceHky Jlncol Anucel n Kota basnino n3 yygecHoro gpusibMa «l1puknioveHns
BypaTuHO», B KOTOPOM MHUMbIe OPY3bSA COBETYIOT AePEeBAHHOMY MaJlbyuKy, Kak sy4lle
pacnopagnTbCsa HEOXKNOAHHO CBAJIMBLUIMMCA Ha HEro COCTosAHMEM: «3aponTe Bawmn
NEHEeXKW...» N Tak aanee.

KoHe4yHO, Te BpeMeHa npoLusn, coBpeMeHHble «boraTteHbkune bypaTnHo» npeanovnTatoT
He 3apbliBaTb CBOW 30/10Tble MOHETKW B 3eMJ110, HE KJlaCTb B TYMBO4YKY 1 He NpsATaTh B
NOCTPY, a nopyyaTb 3aboTaM cneunanncToB - COTPYAHUKOB 6aHKOB, NHBECTULNOHHbIX
KOMMaHUM 1 npoYas. Bnpoyem, ABMKET MMUN TO Xe CTpeMsieHne - caenaTb Tak, 4Tobbl
OEeHeXKN «npopocan». pn 3ToM XxenaTesibHO, 4ToObl pa3Mepbl «ypoxKasa» He
CTaHOBUNCHL Obl LOCTOAHNEM LLUNPOKON 06LLEeCTBEHHOCTN.

OnHako B nocnefgHee BpeMS y4aCcTUAIUCh ClyY4an YTEYKM 3TOW 3aBeAOMO
KOH(MAEHUMANbHON NHOPMaUnK, 4TO paayeT nobutenenm coBaTb HOC B YyXXWe Aena, HO
He MO>XeT He BbI3blBaTb 03a004EHHOCTM KakK U CaMUX BKIaA4YNKOB, TaK U BCEX
npodeccmoHanos, paboTtatowmx B obnactm puHaHcoB. BoT 06 3TOM Mbl 1 NOrOBOPUM
cerofHs ¢ oByMs 3KcrnepTaMu, NoaxoasmMMmn K npobneme Kaxkablh CO CBOEN TOYKU
3peHuns.

Y Hac B rocTax: Anekcen KoHcTaHTUHOBMY MNnewkoB, HavyanbHNK OTaena 3awmnThl
MHOPMaALMOHHLIX TexHoNorun MNasnpombaHka (Mockea, Poccus), 1 Anekcuc CUKOPCKUM,
FeHepanbHbIN gnpekTop rpynnbl New Access, crneunannsmpyowencs Ha npon3sBoacTee
nporpaMMHoro obecnedyeHnsa gns 4acTHbix 6aHKOB (XKeHeBa, LLBenyapus).

Hawa rasera.ch: rocnopa, KTo U3 Bac 3HaeT, Koraa npou3oLuesi nepBbii cay4yan
xXuwjeHmnss 6aHKOBCKOW MHGpOpMaLMM N MOXKET O HEM paccKa3aTb?

Anekce#n Mnewkos: MNepBble PaKTbl XMLeHNa 6aHKOBCKON MHGOPMaLMK - MO CYTH,
pOBECHUKKN caMux BaHKoB 1 oTHocATCA K VIl BeKy 00 Halwlen 3pbl. B 3TOT nepuopg B
OpeBHeM Pume nponcxonmnnao CTaHOBJIEHME FOCYyAapCTBEHHOCTU, Pa3BMBaJICA TOBAPHbIN
obMeH, feHeXHble N KpeaAuTHbIe OTHoweHUA. [NepBble puMckue baHkn (baHK - oT
NTaNbAHCKOro CsgioBa «CTON», «banco») cneunanmsnpoBanncb Ha MEHSANILHOM ferne
(HyMynspuKn) N Ha KpeaUTHbIX onepauusax (apreHTapumn). Yxe Torga nepeesxaswuve B
Apyroe nocesneHne COTpyAHMKN 3abupann ¢ cobon BCe CO3aaHHbIE MU BEAOMOCTU U
HaKomMJieHHble 3a BpeMs paboTbl MaTepuasbl N 3HaHUA. C ApYyron CTOPOHbI, 6eaHble crion
csobonHOro HaceneHusa u 6ernblie pabbl No4 CTPaxoM CcMepTn coBepLlann Habern n
rpabexxmn Ha pbIHOYHbIE NoWann, rae pasMeLwanncb 6aHkn (MeHaNbHble CTONbI), 0TbMpas
y 6aHKMpPOB (MeHcapueB) He TOJIbKO Ha/InYHble AeHeXHble cpeacTBa, NnpeamMeTol obnxona v
[OPOXKHble KapTbl, HO U PYKOMUCHbIE BE4OMOCTMW.

Anekcnc Cukopckuu: B 0603pMMOM NpoLLNOM NEPBLIN CEPbE3HbIN CYYal KPaXkn OaHHbIX
C Uesibio NnepefaYvn Nx «KKOMMeTeHTHbIM opraHam» nMmen mecto B 2002 roay B
NNXTeHWwTenHCcKoM baHke LGT: KoHunaeHunanbHasa nHpopmaumnsa, kacatowanca 1400
KnneHToB 3Toro 6aHka, bbisia Torga nepefaHa repMaHCKOW HasloroBOM MHCNEKUWN.

B Havane pnekabpsa 2009 roga 6bIBLIMN COTPYAHUK OoTAENa MHPOPMATUKN XKEHEBCKOIO



H6baHka HSBC nepegnan ppaHUy3CKUM BNacTsaMm 6aHKOBCKME OaHHbIe, Kacatowmecs
hpaHUy3CKMX HanoronaaTenbLmMKoB, obagaoLwmnx CKpbITbiIMK cHeTamun B LLBenyapun. B
Crnucok nonanun okosio 3000 4yenoBek, YKJIOHABLINXCA OT HaJ10rOB.

B Havane deBpans 2010 rona NepmaHums nonyynna npensioxxeHue npruobpectu, 3a
HECKOJIbKO MUJIIMOHOB €BPO, 6aHKOBCKYIO MHMopMaLuio o 1500 HeMeLKnx
HanoronaaTenblnKax, obnagarowmx cyetamm B LLBenuapun.

LliBeruapumio, CTpaHy C TpaaULHNOHHO be3ynpeyHou penyTaLumen XpaHuTens
6aHKOBCKHNX TaWH, B nocsefHNUe rogbl COTpsACaamn CKaHAalNbl, CBA3aHHbIE C KpaXxeH
- y)Kk bynem Ha3biBaTb BeLUM CBOMMH MMEHaAMM - BAHHbIX CaMHUMMHU COTPYAHUKaMH
6aHkoB. KTo 3T niogn? Y1o nMu pykoBogmrt?

Anekcuc CuKopckuin: [1enctemTenbHO, Npounab NOXNTUTENA AaHHbIX B MocnenHee
BpPEMSA M3MEHWNCA. PaHblUe rnaBHOM MOoTMBauUnen bbisia BO3MOXHOCTbL 3apaboTaTh, U
noKyrnaTesin HaxXo4UINCb - HAJIOrOBble BEAOMCTBA Pa3HbIX CTPaH BCcerga rotosbl 6biaum
[aTb XOPOLUYIO LleHY 3a MHpopMaumio o cbepexxeHnsax CBOUX rpakaaH B LUBenLapCKux
HbaHkax. [pOTNB BO3HMUKLLEro TakMM 0bpa3oM 4epHOro pbiHKa 6bIIM NPUHATHI
COOTBETCTBYIOLLME KOHTP-Mepbl. B nocnefHee e BpeMs Mbl BCe Yalle umeem aeso C
«bopuamu 3a cnpaBeAIMBOCTb», KOTOPbIMU ABUXXET He INYHas Bbiroda, HO cBoeobpa3Hoe
nMnoHMMaHme obLiecTBeHHON Nonb3bl. NpuaaBas ornacke KOHpUAeHUMaNbHYO
WH(OPMALMIO, OHU CHUTALOT, YTO BHOCAT CBOM BKNag B 6opbby C kKanuTanmimoM. MNpn 3ToM
OHW NPEeKPaCHO NMOHMMAIOT, YTO X AENCTBUSA HE3AKOHHbI, N FOTOBblI HECTU 3a HUX
OTBETCTBEHHOCTb.

3agukcmumpoBaHbl 1n nofgobHbie cnydyan B Poccun? U Kak pearupyrot B pOCCUUCKHNX
6aHKOBCKHNX Kpyrax Ha npoucxogsuiee B LLiBesiuapun?

Anekcen MNnewkos: K coxXaneHuto, B NoC/ieHNE roabl B KPYMHbIX POCCUNCKUX

" f.l OpraHm3aumsax TakXe yBesIMYnUI0Ch KONMYEeCTBO CyYaes
yTeYKM UHOoOpMaLn. IKCNepTbl-aHAIMTUKN CBA3bLIBAIOT 3TO B NEpPBYI0 o4epenb C
nocneancTBUAMN MUPOBOIrO SIKOHOMUYECKOr0 Kpm3unca. MHorve npefaHHble paboTHUKY,
BbIHY>XAEHHbIe N0 NPeccoM o6CTOATENbCTB MEHATb MeCTO paboThbl, TepAIN NOANbLHOCTb K
paboTofnaTento U He CTECHANNCH, YXOAS, «3abupaTb TO, 4TO MJOX0 NeXUT». IMEHHO B 3TOT
Nepuoa, CTONIKHYBLUMCb C peajibHbIMU C/y4asMn yTeYeK N Kpark MHpopMaLnMmM Ha MecTax,
PYKOBOAMTENN KOMMNAHUI 3a4yManncb O peweHnmn 3agadm obecrnevyeHmnsa nHpopMaLMoOHHOM
b6esonacHocTu. Poccuimnckoe baHKoOBCKOe cOOBLLECTBO B 3TOM CMbIC/IE MOXET BbICTYMaTb



ncknao4veHmem: B 2006 rogy nosasunca CtaHgapt baHka Poccun CTO UBBC 1.0, B
COOTBETCTBUU C KOTOPbIM BaHKN B HalLen CTpaHe npeanpuHUMatoT Lenblii KOMMIeKC Mep
no 3awnTe nHopmMaymm. 3TO NO3BOJINIIO B Nepnuol SKOHOMNYECKOro KpM3nca CHU3NTb
PUCKN KOMMPOMETaUNn N YyTeYKU KOHPUAEeHUMaIbHOWN MHOopMaLnun, TeM CaMbiM MOBbLICUB
rnokasaTtesin PUHAHCOBOW NPUBJIEKATENIbHOCTU N PEUTUHIN 3TUX OPraHn3aumnim B LLESIOM.

Hey>xenun Bce «6opubl 3a cnpaBef/IMBOCTb>», O KOTOPbIX FOBOPMUJI AJIeKCHUC
CHUKOPCKHNH, TaK XOPOLLO NMOAIrOTOBJI€Hbl TEXHNYECKM, YTO MOTYyT NnpeononeTb Bce
CHUCTEeMbI 3aLNTbl BAHHBIX U MOXUTUTb UX?

Anekcuc CUKOpPCKUIA: B criyyasix, 0 KOTOpPbIX UOET peyb, B POJIN BOPOB 4YacTO BbICTyMNatoT
He cneumnanncTbl B 061aCTU MHPOPMATUKN, a cnyxallume 6baHkoB nnu 63k-oducos be3
0CObbIX TEXHNYECKNX HABbIKOB.

A BoobLle, TEXHNYECKYIO 3aLNTY AaHHbIX MOXKHO CPaBHUTb C MPOTUBOCTOSAHUEM MeXAY
6poHEBON 3alLNTON U paKeTaMU: Ha Ka>XAbl HOBbIN TEXHOJIOFMYECKMI War B pa3BuTumn
OPOHM N3rOTOBUTENN PaKET OTBEYAKT TEM Xe.

B obnactn nugpopmaumnoHHon 6e30nacHOCTM MPOUCXOAUT TakKoe XXe COPEBHOBaHNE MeXAY
cnyxbamn 3awmTel 6aHKOB 1 NupaTamun. KTo BeinaeT nobeantenem, 3aBuCuUT OT TOrO,
€CJIN TOBOPUTb KOPOTKO, CKOMIbKO BaHK BAIOXKWA Ha AaHHbIA MOMEHT CPEACTB B 3aLUUTY
cobcTBeHHOM nHpopMaumn. OQHaAKO, CKONbKO HY BKAaAbiBal, YA3BUMbIM MECTOM BCerpaa
byneT 4Yenosevyeckun akTop.

NHTepecyowmmcs 3TUM BONPOCOM PEKOMEHAYI0 CaMOro 3HaMEeHNTOr0 Xxakepa Bcex
BpeMeH, aMepukaHua KeBnHa MUTHUKA, NPo Hero ga)ke HanucaHa KHura «The Art of
Deception: Controlling the Human Element of Security de Kevin Mitnick». OH npoBen
HECKOJIbKO MecCsiLLeB B TIOPbMe 3a pa3/InyHblie NPecTynaeHns, CBA3aHHble C NHPOPMATUKON.
Mo ero co6CTBEHHOMY NMPU3HAHWIO, OH MaJo MNOJIb30BaJICA TEXHUKOW, HO 0BUIBHO -
KOHTaKTaMu C NI04bMW.

[ecTBoBas OH Tak: 3BOHWJI MOJIb30BaTENSAM MHPOPMALIMOHHON CUCTEMbI Kakoro-Hnbyab
npeanpuaTUS, NPeacTaBAANCSA COTPYOHUKAM CNY>KObl MHOPMATUKN 1 CpaLlunBan
naponuv. YanBuTeNbHO, HO fla)ke CerofHs B CaMbIX 3alunlLeHHbIX baHKax Takasa TakTUKa
bynet camon AencTBEHHOMN.

Ho kak >xe baHKy 3aliMTUTb cebs oT npenarTenbCTBa N3HYTPU? Beab Henb3A
COBCEeM JINLLINTL COTPYAHUKOB [OCTyNna K uH¢opmMmaunn?

Anekcuc Cukopckui: Pazymeetcsa! ECnm ocTaBUTb B CTOPOHE YUCTO TEXHUYECKME
cpefcTBa, a roBOpuUTb 06 UCKIIOYNTESIbHO, TaK CKa3aTb, OPraHNU3aunOHHbIX, TO HaYaTb
HY>XHO, HaBepHoe, C pa3aesieHns posien agMuHUCTpaTopa baHka AaHHbIX U
aAMNHUCTPaTOpPa cucTembl. Kpome Toro, Haao NPensaTCTBOBaTb NMepeHocy nHgopmauum o
KnMeHTe Kyga 6bl To HUY Bb1s10, ByAb TO Ha ByMmary nnn B 3NeKTPOHHbIN dann. Jaxke ecnun
OblBaeT HY>XHO MMeTb AOCTYN K MH(pOPMaL MK, CBA3aHHOW C OTKPbITUEM CYeTa, pPeaKo
BO3HMKaeT HeobxoaMMOCTb B ee pacrnedaTke. B niobom cny4vae, Bce nonbiTKX pacnevyaTaTb
NHOPMaLMIO, COXPaHUTb UM NepeHecTn ee Kyaa-To MoryT ObiTb nMpeceYvyeHbl nau, rno
KpanHen Mmepe, TwaTeNlbHO OTC/IEXXEHbI.

Anekcei Nnewkos: CornaceH ¢ AJIGKCMCOM B TOM, YTO HY)XHO MOAXOANTb K peLleHunto
NpobaeMbl yTEeYKN KOMMIEKCHO. Kak M3BeCTHO, MHDOPMaLIMOHHas 6e30MacHOCTb - 3TO He



COCTOSIHME, a npoLecc, NPOTAXKEHHbIN BO BpeMeHN. YTo6bl MUHUMN3NPOBATb PUCKU YTEYKN
KOH(pmnaeHumanbHon nHpopMaunm n 6aHKOBCKOM TalHbl B aBTOMaTU3UPOBAaHHbIX
6aHkoBCKkMx cuctemax (AbBC), Ba>XHO NMPOBOANTDL LIEJIbI KOMMJIEKC MEPOMPUATUN - C
MOMeHTa NPUHATNA peweHna o BHeapeHun ABC B baHKe, 3aKaH4YMBasa 3Tarnom yTuansaunm
ncnosib3oBaHHoOro obopypnosaHus. Mpuyem K nobon ABC yxxe Ha 3Tane NpoeKTUPOBaHUS
LOJIKHbI MPeabsaBnaTbCA YeTkne TpeboBaHus, BKAoYasa TpeboBaHMA K nogcucreme
XXYPHaNMpoBaHMA COObITUN, HAIMYNIO CPeACTB KPUNTOrpaunuyeckom 3aLlinTbl, MaposibHON
NOJINTUKK, NPaBU pa3rpaHNYeHnsa npas AOCTyNa, a Takxe TpeboBaHmna no Hanm4mio B ABC
paboyero Mmecta agMuUHUCTpaTopa 6€30NacHOCTU C COOTBETCTBYOLWNUMN NHCTPYMEHTaMN U
NHTepdencamu.

LLInpokoe pacnpocTpaHeHMe B HacTosLLee BpeMs NoayvyatoT MUHPOPMaLMOHHbIE CUCTEMBI
3aWMTbl, NO3BOJIAIOLLNE YCTAHABNMBATb Ha KOH(UAEHUMAIbHbIE LOKYMEHTbl METKMU,
onpepensowme NOJNTUKY AOCTYN K OKYMEHTY Ha pa3/InyHbiX paboymx mecTtax. Cuctemsol
obpabaTbiBalOT COXPaAaHEHHbI AOKYMEHT U CTaBAT Ha Hero nogobue 3NeKTPOHHOro 3aMKa,
KOTOPbIA MOXXET BbITb OTKPLIT TOJIbKO Ha CTPOro onpefeneHHbIX KOMMbloTepax
KOHKPETHbIMWU COTPYyAHNKaMN. ECIn AaHHbIN LOKYMEHT BbIHOCAT 3a TEPPUTOPUIO
OpraHn3aumn 1 NbITalOTCA OTKPbITb Ha APYrofl KOMMNbIOTEPE, TO 3NEKTPOHHbLIN 3aMOK He
No3BOJISIET NPOYNTATb TaKOM AOKYMeHT. CuCTeMa 3allMLLAeT TakXXe OT NOoMbITOK
CKOMMPOBaTb Coep)XaHne AOKYyMeHTa C METKOW B APYyro AOKYMEHT Uan caenaTb
CKPUHLLOT 3KpaHa.

Ho 4To MOXXeT nomewaTb COTPYAHUKY C AYPHBLIMUA HAMEPEHUAMM NPOCTO
cpoTorpacdmpoBaTh, HanNnpMMep, 3KpaH C NPeacTaBNEHHON Ha HEM MHMOPMaLnen?

Anekcuc CuMKopckui: [1n1a 3TOro ecTb cneynabHble Mepbl 6e3onacHOCTU. Mo>XXHO,
HanpuMmep, NPUMEHNTb ONepaumnio, Ha3blIBaeMYO «MaCKMpoBaHMe nHhpopmaunumn». Toraa He
3KpaHe byaeT BnaHa He BCA MHOOPMaLUWS, @ Nb HY>KHbI€ Ha AaHHbIA MOMEHT 3J1IEMEHTbI
ee: noanucb, umsa 6e3 agpeca, nnm ocobule ycnosusa cyeta 6e3 nmeHn Bnagensua. Ecnm xe
HY>XHO YBUOETb MH(POPMALINIO MOJHOCTbIO, MOXXHO MPUMEHUTb TaK Ha3blBAaEMbIN
«floutage», Toroa Ha akpaHe 6byaeTt BuaHa BCA MHGQOPMaLKUs, HO HE OHOBPEMEHHO, a
hparMeHTamMm, CJIOBHO Ha HUX HAaNpPaBAseTCs Nyy POHapUKa.

Anekceu MNnewkos: [1719 6aHKOB Mo psAAy HanpaBAeHUN eCTb YeTKne TpeboBaHms
pPerynsTopoB B YaCTU TEXHNYECKOro OoCHawWeHna pabo4ynx MmecT COTpyaHMKOB. Hanpumep,
KaccoBble y3/ibl B 0653aTeNbHOM nopsaake AoJKHbl 6bITb 060pyA0BaHbI HECKOIbKMMMN
BMAEOKaMepaMm pasIM4HON HanpaBJEHHOCTU, YTO, B CBOIO o4Yepeab, 04eHb AENCTBEHHO
OoCTaHaB/IMBaeT COTPYAHMKA OT UCMNOJIb30BaHUA CPenCTB BUOEeO U POTO CbeMKU. TakxKe, C
MUCbMEHHOr o pa3peLleHnsa CoOTpyaHMKa, Nno CorjlacoBaHWMIO C ero pykosoguTenem,
nonyckaeTtcsa obopynosaHme paboyero mecta Bugeokamepamu HabnogeHms.

OOHO 13 BO3MOXXHbIX PELUEHUA - N 3TO KAaCaeTCA COTPYAHUKOB U FrOCYyAapPCTBEHHbIX, U
KOMMEpPYECKNX OpraHm3auuni - 3anpeT Ha BHOC TEXHUYECKMX CpeacTB CBA3M Ha
TEepPpUTOPUIO OPraHM3aUnn N KOHTPOJIb 3@ BbIMOJIHEHNEM AAaHHOro TpeboBaHMSA CO CTOPOHbI
0ObIYHbIX COTPYAHNKOB AAaHHOW opraHm3aunmn. Opyrmm BbIXOAOM MOXXET CTaTb
MnCcnosib30BaHMe cneynasibHbiX 3KPaHOB Ha MOHUTOPLI, HE MO3BOJIAIOLWNX
cchoTorpacupoBaTb oTObparkaemyto nHpopMaumio. Ho, K CoXKaneHuno, BO BCEX
MnepeyncneHHbIX Bbllle C/ly4asX OCTAaeTCHA PUCK YTEYKN KOHPUAEHLMANbHOW NHhOpMauun,
BbIHECEHHOM N3 OpraHmM3aLmnm B rosioBe Hes0Aa1bHOro COTPYAHMKA (Cpa3y BCMNOMUHaAETCA
CTapbl COBETCKUIN Xy[0XKECTBEHHbIN huibM «LLnT n mey» ¢ C. JTlobLWNHBbIM).



HdaBanTe 3aTpoHeM eLle oauH BONPOC, BOJIHYIOLWMA HaLUNUX Yyntatesen. MHorune
roBopAT, YTO 60ATLCA OonnaymBaTh TOBapbl N ycnyrn B UHTepHeTe, onacascb, YTO
HOMep X KpeanTHOM KapTO4YKM rnonanget B PyKH 3J10yMbILLJIEHHUKOB. Kakune Mmepsbl
3awMnThbl NoJsIb30BaTeJsien NpuMMeHATca B Poccnu m B LLIBenuapun?

3 Anekcuc CUKOpPCKUM: MNpUHLMN OTBETCTBEHHOCTU NP
NoJIb30BaHUM KPeaUTHOW KapTol OVH 1 TOT XKe He3aBUCMMO OT TOro, UCMOoJIb3yeTCs Nn
OHa B IHTepHeTe nnn B TPAaAULMOHHOM Mara3uHe: Bragesneyl KapThbl HeceT
OTBETCTBEHHOCTb, TOJIbKO €CJZIN MOXKHO [0Ka3aTk, YTO OH MPOSBUJ XaJlaTHOCTb. NHbIMK
cNloBaMu, Npu HE3aKOHHOM MCMOJIb30BaHUN KapThl PUCKYET KOMMEPCAHT, a He ee
Bnafenel, 3a UCKJIIOYEHMEM CJTy4YaEeB, KOra BblAaBLIMA KapTy BaHK MOXXeET J0Ka3aTb He
COOTBETCTBYOLLEE HOPMAM MOJIb30BaHME €l0.

To eCTb PUCK, YTO BaM MpUaeTCs MAaTUTb 3@ YTO-TO, YTO Bbl HE MOKYMaJn, NPaKTUYECKN
paBeH Hyno. C Apyron CTOPOHbI, yYpexaeHne, BblaaBluee KapTy, obnagaeT ovyeHb
MOLLHOW NPOrpaMMoii, MO3BOJISIOLLEN KOHTPOIMPOBATb OTKJIOHEHMS OT NPUBbIYHbIX A
Bflafenbla KapTbl MOKYMNoK. TakMM 06pa3oM, TaKol perynsipHbiii NoJsib30BaTeslb
NHTepHeTa, Kak s, Hepeako nosyyaeT 3BOHKM oT COTpYAHUKOB Swisscard, NpoBepsoLLmX,
nMena im MecTo Ta WK NHAs TPaH3aKLUUsa Ha HEMPUBLIYHOM canTe.

B NIMYHOM nJiaHe MeHs Bceraa 3abaBnseT, Kkorga noan 608Tca NAaTUTb KapTOYKOM Ha
TaKoOM calnTe, Kak Amazon, onacascb, YTO yKpayT ee HOMep, HO JIerko AaloT ee KaKoMy-TO
MEeNIKOMY areHTy Mo HallMy MallVH B 3K30TUYECKOW CTPaHe...

Anekce#n Nnewkos: B Poccnn 00 HegaBHEro BpeMeHU pelleHne o BO3MeLWeHUN KIINEHTY
6aHKa OeHeXXHbIX CPeaCcTB N0 HECAHKLMOHNPOBAHHbLIM ONepaLmnsaM C ero KpeguTKom
3aBUCeNo TOJIbKO OT camumx 6aHKoB. o obLenpruHATON NpakTUKe OTBETCTBEHHOCTb 3a
onepaunn no yTpayvyeHHbIM (YKpageHHbIM AN NOTEPSAHHbLIM) KapTaM Bo3narasach Ha
nep>xatensa. YTo kacaeTcs onepaunin B ceTu VIHTepHET 1 No NoaaeNibHbIM KapTaM, TO
Nnwb YacTb 6aHKoB (B TOM 4ucne MNasnpombaHk) noTepsHHbIE CpencTBa KJAMeHTaM
Bo3MeLwatoT. MHorne 6aHKM 3TOro He AenatT, U OCMOPUTb UX peLleHne MOXXHO Bblo
TONbKO B cynebHoMm nopsagke. N xoTa cynebHaa npakTuka, B 60/bLLIMHCTBE C/lyYaes,
MPUHMMana CTOPOHY KJNEHTOB, CaMO CyA0MpPoOM3BOACTBO NPOUCTEKANO AOCTAaTOYHO
AnnTenbHoe BpeMs (MHorga roa n bonee), 4To 4OCTaBAANO0 KJIMEHTaM MHOIMO XJ10MoT,
OTHMMaNO BPeEMS U CUJbl. [TO3TOMY MHOIMe KAMEHTbI NPU HE3HAYUTENIbHbIX NOTEpPsX
npeano4YnTatoT B cy He obpawaTtbca. Ho gaxke B 6aHKax, KoTopble 4OOPOBO/ILHO



BO3Bpallan OeHbIN, B CBA3UN C OTCYTCTBUEM OJ14 3TOI0 NpPaBOBbIX OCHOBaHUN, npouecc
3aHUMan onnTenbHoE BpeMA (MVIHVIMyM HECKOJIbKO MecCsLEeB).

NeTtom 2011 roga B Poccum 6bin npnHAT PepgepaibHbii 3aKOH «O HaLWOHAIbHOWN
naaTeXHoOM CUCTeMe», KOTOPbIM, B YAaCTHOCTW, peryampyeTcs oTBeTCTBEHHOCTb 6aHKa B
c/ly4ae HeCaHKLNOHMPOBAHHbLIX KIMEHTaMM onepauunin. KnneHT, noTepsas KapTy wuan
obHapy>X1B, 4YTO KapTy NCNOL3YIOT 6€3 ero cornacms, AOXKEH He3aMenINTEesNIbHO
npouHpopmmpoBaTb 6aHK. MNpn cTporom cobnogeHmn scex TpeboBaHUN HanpaBAeHUS
TakKoro ysefomMaeHnsa (OHM NponucaHbl B 3aKOHe) 6aHK [0J1XKeH BO3MeCTUTb KJIMEHTY
CyMMy onepaunmn, coBepLleHHON 6e3 cornacus KaneHTa, ec/in He JOKaXKeT, YTO KJMEHT
CaM HapyLna NOPSA0K UCMNOJIb30BaHUA MIATEXHOW KapTbl, Y4TO M NPUBENO K NpoMnake
cpencTs.

To ecTb 3aKOHOOaTe b BO3J1araeT pUCK NoTepb Ha BaHK B MosIHOM obbeMe (a He YaCTUYHO,
KaK B 3anafHbIX CTPaHax), B TOM YMUcCie No yTpavyeHHbIM KapTaM. OgHaKO AaHHbIe MYyHKThI
3aKOHa BCTynatT B cuay ToNbkKo ¢ 1 aHBapsa 2013 roaa.

K coxxaneHuto, YacTo HabnopaeTcs uHaHCOBas HErpamMoTHOCTb Ntoaen. Mpu Bbibope
H6aHKOBCKNX NPOAYKTOB BOMPOChl 6€30MacHOCTM SIBAAIOTCA BTOPOCTENEHHbIMU. U faxke
ecnn 6aHK NpefoCTaBsIET CBOUM KJIMEHTAM UHCTPYMEHTbI, MO3BONSAIOWME CHU3NTb PUCK
noTepb, MHOTNE KJIMEHTbI IM60 He yMetoT, MMHO HEe XOTAT UMK NOJSb30BaATHLCH.

Hanpumep, B Hawem baHKe y aep>xaTenen KapT - Lefbln KOMMAEKC MHCTPYMEHTOB
3awnThbl. Mpexxae Bcero, 3To BO3MOXXHOCTb COBepLUaTb onepaunn B cetn NHTepHeT
«be3onacHble NaaTeXXun» ¢ ncnosb3oBaHnem TexHonorun «Verified by Visa» (lMposepeHo
Buson) n «SecureCode» (be3sonacHbin Kog). N 3TOro KAMEHT OO0J/IKEH NOoANMUCATbLCSA Ha
ycnyry B ntobom opuce 6aHka nam ¢ ncnonb3losaHmeMm baHkomaTa NasnpombaHka. Mpu
perncTpaunm ykasbiBaetcsa MobunbHbIN TenedoH aep)xatena. Tenepb npu COBEPLLUEHUN
onepauyumn B cetn IHTepHEeT, eCNn Mara3nH NOALAEPXKMBAET YKa3aHHYIO TEXHOJI0M IO,
KJINEHT C CallTa MarasuHa byaeTt nepeHanpaBnATbCA Ha canT MaznpombaHka, Npu 3TOM Ha
MObUNbHBIN TenedoH aep)xaTens BbiCbiNaeTca SMS-coobuieHne ¢ 04HOPa30BbIM MapoemM,
KOTOpbIN Heobxoammo BBeCTU. ECn naponb BBOAUTCS NpaBUbHO, TO onepauns onaaThbl
ofobpseTcsa. 3710yMbILWIEHHNK, KOTOPOMY CTaHYT N3BECTHbI PEKBU3UTbI KapTbl (HOMep,
CPOK OENCTBUSA, KOL NPOBEPKM KapThbl), BCE PaBHO HE CMOXET OCYLLECTBUTb HE3AKOHHYIO
onepauuto. Takas ornepauma BO3MOXXHa TOJIbKO NOCPeACTBOM OopraHm3auunm
BbICOKOTEXHOJIOMM4YHbIX aTak. Hanpumep, B pe3ysibTaTe 3apa)keHus KoMnboTepa
Aep>xatensa BpeAoHOCHbIM NporpaMMHbIM obecnedyeHmem (BUpPYChbl, TPOSHbI U AP.) Uaw
rnepexsaTa BCero MHMOPMaLMOHHOI0 NOTOKa C KOMMbIOTEpPa AepxXaTensa (aTaka «4enoBek
no cepegunHe»). Ho ga)ke B 3TOM C/ly4ae eCTb pelleHune: ansa Toro, 4Tobbl MUHUMN3NPOBATL
NN gaxke UCKJIIYUTb NoTepun B pe3ysibTaTe TakuX HeENpaBOMEPHbIX BO34ENCTBUNA,
MaznpombaHk npepnaraeT ycayrun cnctemol «Tenekapa». C ee momMoLbio Mbl
nHopMupyem (oTnpasnsem SMS-coobuieHns) aep>xaTento KapTbl 060 Bcex
npon3BefeHHbIX UM onepaunsx, 4To No3BOJISET Cpa3y e BbIABUTb
HeCaHKLUMOHUPOBaHHbIe. C MOMOLLbIO TOM XXe CaMON CUCTEMbI «Tenekapa» MOXXHO 6bICTpo
3abn0knpoBaTh KapTy 1 n3bexxaTb fasibHENLWINX NOTEPb (HE HY>KHO 3BOHUTb B C/IyXby
noonepXku baHka n xagaTb COegUHEHMSA C ONMepaTopoM, BbICNYLLUMBAsS roocC
aBTOOTBETHYMKA KaK Ball 3BOHOK BakeH BaHKy, a MOLUEeHHNYeCKe onepaunum npm 3Tom
6yayT npoaosKaTbCs).

OOHaKo NOCTOSAHHO CeanTb 3a SMS-coobuweHnamu He Bcerga yaobHo. la n tenedgoH
MO>XeT ObITb BHE 30HbI AOCTYMNa UK BNagenel B MOMEHT HECAaHKLMOHNPOBAHHbIX



onepaynin, BO3MOXHO, MPOCTO CNnT. [Ana orpaHnydyeHns yuwepba B NogobHbIX cnydaax
«Tenekapa» No3BosiAeT yCTaHOBUTb CYTOYHbIN IMMUT MO KapTe. Hanpumep, MOXHO
MOCTaBUTb HYJIEBOW INMUT. A eCc/in HeobX0AMMO COBEPLLUMTbL OnepaLunto onaaThl NN
CHATUSA HaJIMYHbIX OEHEXXHbIX CPeACTB, TO C MOMOLWbIO SMS-coobleHns MIMMUT
MOAHMMAETCA A0 HY)>XHOW CyMMbI, MOCJse onepaunm NMMUT cHoBa 0bHynseTcsa. B Takom
c/lydae, faxke ec/im y gep)xkaTtensa rnoxutaTt KapTy BMmecTe ¢ NMNH-KoaoM, CHATb OeHeXHble
CpefcTBa He nony4YuTca. Ecnm gep)xatenb NoNb3yeTCss KApTON AOCTAaTOYHO 4acTo, TO
Ka)kKObl pa3 nepepn TeM Kak BOCMN0JIb30BaTbCA KapTonm oTnpaeasaTb SMS 6yneT 0OBOJIbHO
HeynobHo. C nomoulb «Tenekapaa» MOXXHO MUHUMN3NPOBATbL U 3TO Heya0b6CTBO ”
ynpaBaaTb CBOMMUN pUCcKaMu. [1na 3Toro HeobxoaMMo NOCTaBUTb 3HaYeHMEe AOCTYMHOro
JIMMUTa PaBHOIro TOW CyMMe, KOTOPOW Bbl HaCTO MOJib3yeTeCb, U NPY 3TOM NMOoTepsA KOTOPOW
He BbyaeT Ang Bac cAMWKOM bonesHeHHa, HanpuMep, B pa3Mepe 3anpaBku aBToMobmnnsa n
(nnn) obepa B Kape. Torga Npu OCyLWECTBEHUN OaHHbIX ONJ1AT HE HY>KHO nocbiaTb SMS,
MOLLUEHHUK XE HEe CMOXXET MOXUTUTb CyMMYy 60NbLUYIO, YEM YCTAHOBJIEHHbIN INMUT - BE€b
OH He 3HaeT, KaKoW IMMUT Bbl YCTAHOBUIN, N MOXXET MOMNbITaTbCs OCYLWECTBUTb MEPBYIO
onepauyuto Ha bonbLyo cyMmy. Takasa nonbiTKa ByaeT HeyCcnewHoOn N gacT BPpeMs
nep>xatento 3abnoknpoBaTb CBOO KapTy.

FasnpombaHK NPOAO/IKAET pa3BMBaTb MHCTPYMEHTbI N0 6@30nacHOMY MUCMOJIb30BaHUIO
NnaaTeXHbIX KapT. Mbl NJI@aHUPYEM BHEAPEHNE BUPTYasIbHbIX KApT, MO KOTOPbIM MOXHO
byaeT oCcyLecTBAATb onepaumn ToNbKo B ceTh NIHTepHeT. [leHeXHble CpeacTBa Ha Takue
KapTbl MOXKHO ByeT nepeBoAnTb C MOMOLLbIO cUCTeM «[JoMallHWUA 6aHK» (MHTepHeT 6aHK)
nnn «Tenekapa», 4To NO3BOJINT KJINEHTAM He iep)XaTb Ha KapTax 3HAYUTENIbHbIX CYMM, a
nepeBoAnTb UX HEMOCPeACTBEHHO nepen NCMNoJib30BaHMEM.

B 3akno4eHme Hawel becenbl NnpoLly Bac OTBETUTb Ha BONMPOC | B KAKOM
HanpaBJieHWH, Ha Ball B3rnan, byner maTtn pabora Hag 3aWmMTon 6aHKOBCKUX
BaHHbIX B 6nm>xanwne nate ner?

Anekcuc Cukopckui: Ha mom B3rnag, B 6nvxkanwmne roabl ABa pakTopa onpenenat
pa3BUTUE KOHTPOASA 3a 6aHKOBCKMMUK AaHHbIMY B LLIBenuapun.

Bo-nepBbIX, TEXHONOMMN 3aLLNTbl AaHHbIX YJIYHLWATCA C KaXKAbIM AHEM, KaK M NOArOTOBKaA
COTPYZOHUKOB.

Bo-BTOpbIX, 1 3TO, HABEPHOE, CaMas MHTepecHas TeHaeHuus, 6aHkM o0b6si3aHbl Tenepsb, B
CUNY IOPUANYECKMX U MPOoLECcCYasbHbIX MPUYKH, HE TOJIbKO pacrnofaraTb Bce bonee
NOJIHOW MHOPMaLIMEN O KaXKAO0M KJIMEeHTe, HO U NpefoCTaBAATb 3Ty MH(OPMaLMIO BCe
6onee 3HaYNTENBHOMY YUCITY COTPYAHUKOB.

7 Aymatlo no3ToMy, 4TO XueHns nHpopmaumm B baHkax B bavxanume rogbl He
NpeKkpaTATCA, HO corjialwleHns, 3aknovaemole LLiBenyapuen ¢ cocegHUMM rocygapcreamu,
coenatoT nx sce 6osee 6eCccMbICIEHHBIMU.

Anekcemn MnewkoB: nocnenHee Bpems B Poccun 3Ha4YNMble U3MEHEHNSA MPOM30LLIN Ha
YPOBHE 3aKOHOA4aTeNbCTBA - ornpenenieHbl YeTkne TpeboBaHMa No obecrnevyeHmno 3aLmnThbl
rnojsly4aemMonm oT rpakaaH nHdpopmauum, ee obpabotke n 6esonacHom nepepaye no
KaHanaMm cBa3un. Mpuyem 3TN TpeboBaHMS AOJIKHbBI BbINOJHATLCS HE TOMIbKO MPW CO3A4aHNK
HOBbIX KOMMMJIEKCHbIX CUCTEM. PaHee BHeApeHHbIe CUCTEMbI TaK>XXe O0JIXKHbI ObIThb
npueeneHbl B COOTBETCTBUE C MONOXKEHUSMN HOBbIX HOPMATUBHbIX JOKYMEHTOB.



Ewe oaHo Ba)KHOe HanpaBseHue - TwaTeNbHbIN pa3bop 3aMKCUPOBaHHbIX MHLUWOEHTOB,
CTaBLUNX U3BECTHbLIMUN (DAKTOB COBEPLUEHNS 3/I0YMbILLUJIEHHUKaMWN HECAaHKLMOHUPOBAHHbIX
OEeNCTBUN MO OTHOLIEHMUI0 K 0O0bekTaM 3alluThbl.

B yacTHOCTN, OOHUM U3 Ba)KHENLLKNX Hal'lpaBJ'IeHl/lIZ cenyac saBnsaeTcs BEKTOP NOCTPOEHNA
3allnThbl OT coBepLUeHUNA 3/10yMblIlLUNEHHNKaMWN MOLLEHHNYECKNX OI'IepaLI,I/IVI C
NCNoNb30BaHMEM NNACTUKOBbIX BAHKOBCKUMX KapT nan cmnctem ANCTaHUMOHHOI O
6aHKOBCKOIro O6CJ'Iy)KVIBaHI/IF|. Xakepbl NPNAoYyMbIBaOT HOBeWLlNe TEXHONOrNYecKme CXembl
Ona npoeefeHns atak Ha baHKM 1, K CoOXXaneHuto, NCUXosIornyeckne n coumnasibHble
npmnemsbl BO34eNCTBUA Ha KNneHToB baHkoB. IMeHHO 3awwmnTa NHTepecoB N PUHAHCOBLIX
cpencTB HallnX KJINEHTOB OT NEencTBUN MOLLEHHUKOB ABNSETCA U 6yp,eT ABNATLCA OJ14 HaC
Hanbonee NMPMNOPUTETHBLIM HanpaBJIEHNEM Ha 6nnxanwune roabi.

Cnacmnbo 3a o4eHb MHTEpPEeCHYyI0 U coaepxaTtesibHylo beceny!

GAZPROMBANK

(SWITZERLAND) LTD

FaznpombaHk
Anekcnc CUKOPCKNI
6aHku B LlIBenuapun
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