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CeBobopny kubepatakam? | Liberté aux
cyberattaques ?
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LLIBeuapckne 3KCNepTbl OTpearnpoBanm Ha npmukas MMHUCTpa obopoHbl CLUA MNuTa
XerceTta NpMoCcTaHOBUTL BCe knbep-onepauunm cTpaHbl NpoTuB Poccunm u
npoaHann3npoBann NOCNeACTBUSA 3TOro peweHnsa gna LLsenuapun n Esponsl.
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Les experts suisses ont réagi a I’ordre donné par le secrétaire américain a la Défense Pete
Hegseth de mettre en pause toutes les cyberopérations du pays contre la Russie et ont
réfléchi aux possibles conséquences pour la Suisse et I'Europe.

Liberté aux cyberattaques ?

MocTosHHbIe YuTaTenn Hawen MNaseTbl NOMHAT, 4To 20 AHBaps 3TOro roaa, B AeHb
BCTynaeHna JoHanbaa TpaMna B A0JKHOCTb npe3ugeHTa CLUA n oTkpbiTua BcemmpHoro
3KOHOMMYEeCcKoro popyma B [laBoce, Hall CanT NoABeprcsa HarnageHuo npo-poccMncKomn
xakepckon rpynnmpoBkn NoName057(16) - noapobHOCTN 3TOro HEMPUATHOro cobbiTms
6111 NpuBeaeHsbl B MaTepuasie «MOXXHO 1M 3alNTUTLCA OT KubepaTak?» BbiBoA, KOTOPLIN
nenann cneunanncTbl HA TOT MOMEHT, Obl1 TAKOB: MOJIHOCTbLIO 3aWNTUTBLCA Heb35, HO
CMArYnUTb yaap MOXHO.

C Tex nop MHoOroe n3MeHuNoCb. encTBuTenbLHO, KTO Bbl MO NpefckasaTb BCEro
HECKONbKO Hefesnb Ha3afj, 4To CoeanHeHHble LWTaThl, inagep B bopbbe ¢
KnbepnpecTynHOCTbIO N Cco3haTesb CaMblX NONYAAPHbIX (M1aTHbIX) CACTEM 3aLlUUThbl OT
Hee, CO AIHA Ha AeHb NMpeKpaTaT BCe CBOM onepaunn NpoTUB POCCUNCKUX KnbepaTak?
NMoCKOoNbKY N3BECTHO O Npuka3se MNuta Xerceta O6begnHEHHOMY KMbepKOMaHAOBaAHUIO
CLUA He TONbKO NpeKkpaTUTb NPOTUBOLENCTBUE POCCUACKUM aTakaM, HO U nepecTaTb
HauenmBaTbCAa Ha MOCKBY CTaJsio B HOYb C 3 Ha 4 MapTa, TO BCe peLlnsin, 4YTO OH -
nocnencTBme nevyasbHO U3BECTHOW BCTpeyn [loHanbaa Tpamna n Bnagmmmpa 3eneHCKoro
B OBanbHOM odumce. No3xe nosBmuaacb MHopMaumsa, 4To Npmkas 6ol OTAaH ewe 40 3TOro
CTO/IKHOBEHMSA ABYX Npe3naeHToB. Kak 6bl To HM Bb110, NpeacTaBNaeTCa O4EeBUAHBLIM, YTO
Takoe pelleHune - 4YacTtb bonee macwTabHoro nnaHa, paspaboTaHHOro BCneacTeme
BHE3anHoro cONmxeHns aMepmnKaHCKoro u poCCUNCKOro Npe3ngeHToB U pa3BopoTa
nonnTtukn CLLUA B oTHOWweHnn YKpauHbl Ha 180 rpagycos. Ecnv BocnpuHMMaTb CUTYaLuio
TaK, TO Ka)KeTCHA 04eBUAHbIM, 4TO NpukKa3 MuHUcTpa obopoHsbl CLLA - ewe oanH cnocob
OKa3aTb faBJieHne Ha npe3uaeHTa YKpauHbl U BbIHYAWUTb €ro pasbirpaTbh MapTuio Co
caaHHbIMK Npe3ungeHToM CLUA KapTamMu (TepMuHonormsa Tpamna oTJIMYHO NOAXOAUT ONS
onncaHusa co3gaBLuerocs nonoxxeHums). Cornacntechb, BCNOMUHaETCa opa3oyka «4 byay
MCTUTb, U MO MCTS ByaeT cTpawHa». [la, BCe NPOUCXOANT MMEHHO Ha TaKOM YPOBHE, U
MOXXHO 6b1/10 Obl MOCMEAThCA, He Byib peLleHns HOBbIX aMepUKaAHCKNX NpasBuTenen
ypeBaTbl rNnobasbHLIMU NOCEeACTBUAMU, BEAb «HaKa3blBAlOT» OHW HE TOJIbKO YKpPauHy, HO
N nogaepXxmeatroLyto ee Espony.

«EBpona n LWUBenuapuna MoryT CTaTb CBUAETENAMUN YCUIIEHUSA POCCUNCKUX KnbepaTtak. Ha
NPOTAXXEHUN MHOrMx neT MoCcKBa OCyLLeCcTB/IIeT aTakn Ha 3anajHble NHTepechl, Kak
HanpsMyo C Lesiblo WMMOoHaXa 1 MaHUNyIMpoBaHUs obwecTBeHHbIM MHEHNEM, TaK 1
KOCBEHHO, Yepes3 XxakepcKue rpyrnnmpoBKn, Haxooauwmecs nog 3amTon v gake npu
nopaepxke Poccun. Y>xe xakep Homep oAuH B Mupe, MOCKBa MOXET yBULEeTb, Kak ee
BO3MOXXHOCTU MO HAHECEHMUIO Bpeaa YBeJIMYNBAOTCA» - MPUBIN3NTENIbHO TakK
oTpearmpoBasin Ha HOBOCTb LWBenLapckmne CMI.

«3Ha4unTeNIbHas 4YaCTb POCCUNCKMX PECYPCOB, CNOCOBHbBIX OCYLLECTBNATL KubepaTakuy,
HeCOMHeHHO, bbisla NnepeHanpaBJ/ieHa NPOTUB YKPauHbI, U 3TO 4acTOo YNOMUHaeTCs B
KayecTBe NPUYUHbI, MO KOTOPOW He HabnAanoCb OrpOMHOIr0 pocTa aTak NMPOTUB CTPaH,
NOMoOraBLUNX €N, - YTOYHWU Ha cTpaHuuax Le Temps Onuebe Kpolua, NCMOJIHNTESIbHbIN
nvpekTop UeHTpa uudpposoro aosepus (Center for Digital Trust) npun Jlo3aHHCKOM
nonutexe (EPFL). - Ecnu nponsongeTt notenseHne oTHoweHun mexay CLUA n Poccuen,


https://nashagazeta.ch/news/politique/mozhno-li-zashchititsya-ot-kiberatak
https://nashagazeta.ch/news/politique/kuda-vedet-dver-belogo-doma

BeCbMa BEPOATHO, YTO pecypchbl, NpeAHa3Ha4YeHHble 419 aTak Ha aMepuKaHLeB, BHOBb
OKaxkyTcs «cBoboaHbIMU»... N Tem Bonee, ecnu BorHa B YKpanHe 3akKoH4YNTCA. Bce 3Tun
pecypcbl CTaHYT OOCTYMHbI 414 HanageHUA Ha OCTaBLUMXCA «Bparos» Poccun, a 3Ha4uT,
MeTOOO0M UCKJII0YeHUs, Ha BCe CTpaHbl EBponbl...»

Mo mHeHuto Onmnebe Kpowa, LLBenuapma HaxoanTcsa B Hanbonee ysa3BMMOM MOJIOXKEHWUN:
«OHa puckyeT 60blUe HEe N0JIb30BaTbCS aMEPUKAHCKUM ,, LLMTOM”, BbITb 3a4MCNEHHON
Poccuen B rpynny eBpONencKuUx cTpaH 1, cnefoBaTesibHO, MoABEPrHYTbCA 6onbluemy
pucky». CTOUT HaNOMHUTb, 4TO oueHKa Poccuen LLBenuapmm Kak «HeapyXeCTBEHHON»
CTpaHbl MOKa He N3MeHeHa.

Mo mHeHuto CTedaHa AioreHa, gupekTopa NHCTUTYyTa KnbepHeTn4eckoro Mmmpa
(CyberPeace Institute), «LLBenuapuns, kak n niobas apyras cTpaHa Ha eBPONencKom
KOHTUHEHTE, oWy TUT Ha cebe 3hheKT 4OMUHO, BbI3BAHHbIN 3TUMUN PELUEHUNAMN.
KnbepaTaku, BCe Yalle CONPOBOXKAAEMbIE KaMMNaHUSAMM NO Ae3nHopMaunm, pactyT. B
YyCNIOBUAX, KOrga KpUMuHanbHasa MHPPaCcTPYKTypa ncnonHntenenm kmbepatak n
ne3nHhopMaunm BO MHOroM 3aBUCUT OT 6e3HaKa3aHHOCTW, rapaHTUPOBaHHOM
npectynHukam Poccuimnckonm depepaumen, nioboe naMmeHeHne aMepukKaHCKomn nosnumnm
4YypeBaTo 3eMsieTpsAceHneM B KMbeprnpocTpaHCTBE». 3aMeTUM, 4YTO I/1aBHblIE CNOHCOPbI 3TOW
co3naHHoun B 2019 roay B XXeHeBe HernpaBUTe/IbCTBEHHOW OpraHmM3aunm - KoMnaHum
Hewlett-Packard, Microsoft, Mastercard n ®oHpg ®opnaa.

«Mmenn mecTo MaccoBble cokpaleHus biogxxeta CLLUA Ha pa3BuTue, oTpulaHme ctaTyca
Poccuinckonm depepauymm Kak arpeccopa n yHM>XeHune npesmngeHTa 3esieHckoro B benom
AoMe, a Tenepb HeCNOCOOHOCTb Ha3BaTb POCCUIO TaKOW, KaKas OHa eCTb: MPUCTAHULLEM
MHPACTPYKTYPbI N HENIOBEYECKUX PeCcypCcoB Anda KnbepaTtak u gesmHpopmaynm», -
untupyet CtedaHa [iworeHa Le Temps.

Mo MHeHuto gnpekTopa MHCTUTYTa KMbepHeTNnYeCKoro Mmpa, e AMHCTBEHHasa aheKTnBHasA
CTpaTerns coep>xmBaHus kmbepatak COCTOUT U3 ABYX COCTABAAOLWMNX: YAy4lLIEHNE
knbep3awnTbl - MHBECTULNN B KnbepbesonacHOCTb - U HaKa3aHne BUHOBHbIX. (lTOMHUTE, O
HeobXxoOMMOCTN HaKa3aHUs BUHOBHbIX roBOpua U 3urMmyHa ®pena B nepenncke
AnbbepToM IMHWTENHOM.) «HepaBHMe cokpalleHus biogxxeTa n Nno3numa agMMHUCTpPaLnmn
Tpamna nogpbIBatoOT 3Ty CTpaTerunto He Tonbko ana CLUA, HO u ons Bcero
knbepnpocTpaHCTBaA, MOCKOJIbKY BbIJINBAOTCS B YMEHbLLUEHNE PeCcypCcoB ANs
hunHaHcnpoBaHus knbepbesonacHoCcTn n NoMmoLn B cynebHoM npecsiefoBaHnn, a TakxXe B
co3gaHue aTmocdepbl 6e3Haka3zaHHOCTU, KOTopbIn ByaeT cnocobcTBoBaTh kKMbepaTakam,
noaaep>xueatoLwnm Poccuto».

B KpaTkocpo4dHon nepcrekTnee CoeamHeHHble LLITaTbl TONbKO BbIUFPaloT OT 3TON
PUCKOBAHHOW CcTpaTeruu, nporHosupyeT Onmebe Kpowa: «Poccms, KoHe4Ho, He byaeT
NblTaTbCA 4TO-NNMBO NpeanpuHATb NpoTne CLUA, 4Tobbl HE paccTpanBaTb ,,COO3HMKA", Ybs
TeKkylasa nonnTuka (pasvegnHeHmne B EBpone, Toprosas BOMHa C ObIBLUMMKW MapTHepaMu v
T. 4.) MOJIHOCTbIO OTBEYAET ee MHTepecaM. Tak 4To, BEPOSATHO, HECMOTPSA Ha COKpaLLeHne
BblOesI eMbIX pecypcoB, Kon4ecTso atak npoTme CLLUA n nx nHtepecos ymeHbwWNTCA». HO
B JOJ/IFOCPOYHON NepcnekTmee, NpoaosKaeT gupekTop LleHTpa undposoro nosepus, «3To
COBCEM Apyras UCTOpUSA, MOTOMY 4YTO A HEe MOry nNpeacTaBuTb, 4Tobbl Poccmsa npekpaTuna
CBOIO NogpbiBHYO paboTy. Kak n gpyrne KpynHble gep>xaBbl, OHa byaeT npofoskKaTb
NPOBOAMTb BCIO NOArOTOBUTENbHYO paboTy (pa3paboTka Bpe4OHOCHOIrO MPOrpaMMHOro
obecnevyeHuns, pa3Beaka, IKCNJyaTauns ysa3BMMOCTEN, yCTaHOBKa 63KO0POB U T. 4.)».

MNoka HesAcHo, byayT nu peweHusa CLUA obpaTuMbiMn: aMmepukaHckne CMU rosopAaT o
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«nay3se» B kmbeponepaumnsix NpoTMB Poccun, Kak U B OKa3aHUM BOEHHOW NoMoLm YKpauHe.
Ho anvHHas nay3a xopouwla B TeaTpe. B gaHHoOM cniyyae, 4eM OoHa foJiblie, Tem bonee
pa3pyLwnTeNbHbIMKU MOryT ObITh €e NocnencTBus.

KcTaTtu, 3ameTunm nm Bbl B NnocnegHne oHu npobnemsbl ¢ npogyktammu Microsoft?

BOMHa B YKpaunHe
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MO>XHO N 3alUNTUTLCA OT kKubepaTak?
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