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Ha doHe naHaeMum 4ncno obbi4HbIX NpecTynaeHnin B LLiBenuapmum coKkpaTmioCh, HO
y4aCTUAUCh ClyYaun npaBoHapyLEeHUN B UHTepHeTe. XKepTBaMun 3/10yMbILLIEHHUKOB
CTAHOBATCSA KakK NpOCTble rpa>kgaHe, Tak N KOMMaHUU, HEKOTOPbIE N3 HUX 3aKPbIBaOTCSA
N3-3a HeCrnocobHOCTM 3anMNaTUTb BblKyN MOLIEHHWKaM, NCMOJIb3YOLWMM MPOorpaMmbl-

BbIMOraTteJin.

Au milieu de la pandémie, le nombre de crimes de droit commun en Suisse a diminué, mais
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le nombre de crimes sur Internet a augmenté. Parmi les victimes de cybercriminels sont
des individus et des entreprises, certaines d'entre elles font faiilite en raison de leur
incapacité a payer les rancon aux escrocs.

Le co(t de la cybercriminalité en Suisse et dans le monde

AcTpoHOMMYECKUEe CYMMbI

B cnucke BpeoHOCHOro nporpaMMHoro obecnevyeHns nepsoe MecTo 3aHMMaOT NPOrpaMMbl-
BbIMOraTeNn, KOTopble WNMPYIOT AaHHbIE HA 3apa>KeHHOM YCTPOWNCTBE U AenatT ux
HeNpPUroaHbIMN 1S NCNOJIb30BAaHMA A0 TeX Nop, NoKa Bagenel KoMnbloTepa He
3anaaTuT 3a koA gewndpoBaHusa. CpeaHsas CyMMa BblKyrna CerogHs coctaBnsieT okoso 230
ThbiC. 4O/IJ1APOB, T.€. B YeTbipe pa3a bonblie, 4em B 2019 roay, oTMETUN B UHTEPBLIO
TenepagnokomnaHum RTS rnaea ueHTpa MHPOPMaLMOHHbLIX TEXHOMOMMA KOMMOAHUN
Kudelski OnuBbe LLUINnnnbmaH.

MnpaTCTBOM B BUPTYasibHOM MPOCTPAHCTBE 3aHNUMAOTCA NPOrpPaMMUCTbI U3 pa3HbIX CTPaH
MuUpa, B NepByto o4epenb - n3 Poccuun, MpaHa n Knutas, 601bWLINHCTBO NpaBoOHapyLInTenen
ocTatoTca 6e3HaKa3aHHbIMN N HEYECTHbIM NyTeM 3apabaTbiBalOT OrPOMHbIE CyMMbI. 10
ANaHHbIM BceMupHOro akoHommyeckoro popyma (Bo®), B nepuopg no 2023 roga
3KOHOMMYECKNI yLepb oT kmbepnpecTynaeHnn MoOXXKeT COCTaBUTb 5,2 TpAH gonnapos. Mo
oueHKe nccneposatesibckon komnaHum Cybersecurity Ventures, kK 2025 rony
knbepnpecTynHocTb byaeT «ctonTb» 10,5 TpsiH gonnapos B roa.

XepTBbl B KOHenepauuu

KoMnaHuna Amag, KpynHenwmnn Weenuapcknmm nmnopTep n npoaasey, astomobunen, yen
Toprosbin 06bopoT cocTtasun 4 mapa paHkoB B 2020 roay, easa He nocTpagana oT
BUPTYasibHbIX NMMPaTOB. B KOHUe aHBaps 2020 roga akcnepTbl Mo UT-6e3onacHocTn Amag
3amMKCnMpoBaan NONbITKY KnbepaTaku, Nocae Yero BCe KOMMbOTEPHbIe ceTu punpmMbl Bbinm
OTKJI0YEHbl OT MHTepHeTa. NpruYnHom cTano 3apa>keHHoe BpeJOHOCHOW NporpamMmMon
B/IOXKEHWE B 3JIEKTPOHHOM MUCbME, KOTOPOE OTKPbIJ 0ANH U3 COTPYAHMKOB, paboTatowwmx
13 AOMa. DTO 0AUNH U3 NIOBUMbIX COCOB0B aTaku 3/10yMbILLWIEHHUKOB, TeM 6osiee 4TO Ha
hoHe NnaHoeMunmn pe3Ko BbIPOCSIO YMCo ogen, paboTaowmx oUCTaHUMoHHO. bnaronaps
BbICTpOMY pearmpoBaHUio 3KCrnepTbl Amag cymenn obe3speanTb yrposy.

EcTb 1 nevanbHble npuMepsl: B 2019 roay KoMnbloTePbl KOMMaHUU-NPONU3BOAUTENSI OKOH
Swisswindows (kaHTOH Typray), aTakoBaJsia nporpamMmma-sbiMoraTtesib Ryuk, ogHa 13 cambix
pacnpoCcTpaHeHHbIX Ha NiaHeTe. Bce cepBepbl U pe3epBHblie Konun Bbinn 3awmndpoBaHsbl,
COTPYOHUKWN HE MO /I NOJIb30BaTbCs AaXKe 2JIEKTPOHHOM noyTon. NponssoanTesnb
noTepssl BCe KOHTaKTHble AaHHble KIMEHTOB U MHpopMaLmMio 0 3aka3ax. K coxaneHuio,
pesepBHas Konusa AaHHbIX Swisswindows Haxogunacb Ha cepBepe, KOTOPbIN KOMMNaHUSA
NCNOJIb30BaJsia eXXeAHEBHO, K TOMY e 3TO npeanpusaTne He 6bi0 3aCTpaxoBaHO OT
Knbeppuckos.

PykoBoacTBo Swisswindows oTka3anocb 3annatutb 800 ThiC. hpaHKOB B BUTKOMHAX,
rnosaras, 4To CMOXXeT NOCTPOUTb HOBYIO UT-nHdpacTpyKTypy. Mpon3BoaAcTBO OKOH 6b1N10
MOJIHOCTbIO aBTOMaTU3NPOBAHO, U B PeasibHOCTN NPOCTON 3aTAHYJICA Ha ABa Mecsua.
Takoro NcnbiTaHMSA KOMMNaHUS He Bblaep>kasa 1 obaHKpoTunachk, a 170 coTpyaAHUKaM
NMPULLIOCh NCKaTb HOBYIO paboTy.

CBoe BHMMaHMe xakepbl 0bpaTnnm faxke Ha npoussoanTens 4yacos Swatch Group, ns3-3a
4Yero OH CTOJIKHYJICS C Cepbe3HbIMN NPOMN3BOACTBEHHbLIMU Npobnemamm B ceHTA6pe 2020



roga. OT npoussoauTens noesnos Stadler Rail npecTtynHUkn noTpeboBann BbiKyn B
pa3mepe 6 MJIH (PPaHKOB, a TaKXe yKpaJin TbiCA4YUN BHYTPEHHUX OLOKYMeHTOB. B nione 2019
roga rnocTtpagasla KOMNaHUA-NOCTaBLWMK obopyaoBaHnsa ond 3gaHnnm Meier Tobler, B
MPoLUSIOM roAly XakKepbl yKpaau 3aprjaTthl NpernofgaBaTesiel HECKOJIbKUX BY30B
KoHenepauunwn.

B mupe

B 2020 rogy B Munpe yTpoua0Cb HNCIIO 3apa>KeHNN 3JIEKTPOHHbIX YCTPOMNCTB NporpaMMamMm-
BbIMOraTesnaMmun. Bo ®paHuMmM YNCNO XaKepCKUX aTakK yBenmn4mnocb Ha 543%, B cnucke
XKepTB - KPYMNHble KOMMNaHNW, Takne KakK CTPOUTEeNbHbIN rMraHT Bouygues (nocTtpaganu u
ero otaeneHus B Leenuapuun), a Takxxe MyHuunnanutTeTbl n 6onbHMUBI. [TponssoanTesnb
GPS-HaBUrauMoHHOW TEXHUKM U YMHbIX YacoB Garmin ToxXe cTas Lesbio NporpamMmbl-
BbIMOraTesis, COBCEM HelaBHO XaKepbl aTakoBasim Quanta Computer, 0o4HOM0 U3 OCHOBHbIX
cybrnoapsanymkoB koMmnaHum Apple.

Crtatuctuka B Kondepnepauum

CornacHo nosnuenckon cTaTucTuke, onybamkosaHHoM B KoHue mapTa 2021 roga, B
LLIBernuyapun B NnpowaioM rogy 6110 3apukcrmpoBaHo okoso 24 400 uncdpoBbix
npectynneHnn. NMNopasnsawwee 60nbWNHCTBO, 16 395 NnpaBOHapPYyLUEHWNIN, CBA3AHO C
KnbepmMoLLEeHHNYECTBOM.

YTo KacaeTcs YaCTHbIX ML, TO U UM OOCTaeTCs OT 3J1bIX KOMMbIOTEPHbLIX reHnes. B
KoHthenepaumm HaxooaTCcs AOBEpPYMBbIE FpaXkKaaHe, KOTOPbIX NPpUBJIEKAET peksiaMa B
WHTEepHEeTe C onncaHneM NpubblsibHbIX CXEM NHBECTUPOBaHMA. YToObl NpnaaTb pekname
ybeonTenbHoCTn, NPeCcTynHUKN nybnnkyoT nognesibHble MHTEPBbLIO CO 3HAMEHUTOCTAMM,
BKJIlOYaAa 3Be3ay TeHHuca Pooxxepa Penepepa v ppaHLy3CcKoro nesua XaH-XKaka
FonbaMaHa. KpoMe Toro, y wBenyapueB BbIMaHUBaOT AEHbIN NMpu «40CTaBKe» TOBAPOB.,
npuceamBas UX NNYHble faHHble N T.40. B 2020 roay To/IbKO XUTeNn KaHToHa Bo noTepsanun
TakmMm obpa3om 15 MnH (hpaHKoB, B byayuieMm 3Ta cymma byaeTt pacTu, NOCKOJbKY, NO
C/I0BaM 3KCMepToB, MHOrme He obpawlatoTca B NOANLMIO, NoSlaras, 4TO OHa HE CMOXXeT
norvMaTb 3/I0YMbILLIEHHMNKOB.

Bo3Bpawasnacbk kK 06aHKPOTUBLLUENCA KOMMNaHUM Swisswindows, npuBefeM MHeHne ee
6biBLIEro pykBoauTensa Heca MeTta: npeanpuHuMaTens ybexxaeH, 4To, eC/in He NPUHATb
Mepbl Ha NOJINTUYECKOM YPOBHE, TO unpoBusaLma Bcex chep Hawen xXnsHm bynet
npeAcTaB/IAiTb OFPOMHYIO ONAaCHOCTb.
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