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OCTOpPOXHOCTb - Npexae Bcero (pixabay)

NmeHHO TaKyto undpy Ha3Ba M LUBENLAPCKNE 3KCNepThbl, MpoaHaan3mpoBaBLluve UT-
cnctemMbl KoHenepaunm Ha npeaMeT yS3BUMOCTU. OTO M MHOroe apyroe obcyxaatoT
y4aCTHUKM nepBoro opyma Swiss Cyber Security Days (aHrn.: Hn knbepbesonacHoOCTY B
LLisenuapun, SCSD).
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Des experts suisses ont nommé ce chiffre, ayant analysé le niveau de protection des
systemes IT de la Confédération. Les participants de la premiére édition des Swiss Cyber
Security Days se sont réunis a Fribourg pour discuter ces questions.
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EcTb N xun3Hb 6€3 nHTepHeTa? dTa WyTAnBaa ppasa Ha CaMOM Aefe BMNoJIHE CeEPbE3HaA.
BceMunpHaa nayTuHa HaCTOJIbKO MPOHM3ana BCO Hally XXWU3Hb, YTO TPYAHO NPeaACTaBUTb,
Kak 06bonTuch 6e3 Hee. Mbl y3HaeM HOBOCTU M NMOroAy B MHTEPHeTe, HaX0AUM pa3BieYeHUs
TaM >Ke, COBETyeMCsl ApYyr C APYroM Ha opyMax, yummcs, paboTaeM... ECTb MHeHuMe, 4TO
cerogHsi He ob6si3aTeNIbHO 3HaTb MHOI0 - BCSA MHGOPMaums B ceTu. YTo-To noHazobunock -
oTKpbIN Google n y3Han o HpaBax [lpeBHero ErmnTa, y4acTHMKax 6uTBbl Npu FacTuHrce
WX O TOM, Kak MOBeCUTb NOJIKY Ha 6eTOHHY0 cTeHY. CTOPOHHMKWN TaKOM TOYKM 3pEHUS
YBEPSIOT, 4TO MHTEPHET N TEXHOJIOMTMN HUKY A HE NCYE3HYT, BCE OCTAHETCS NMpu Hac u
byneT TONIbKO pa3BUBaATbLCS.

Haneemcs, 4To 6yneT MMeHHO Tak, HO Bellb HOBENLUMMMN TEXHOJIOM MMM MOJIb3YIOTCS He
TOJIbKO 3aKOHOMOC/YLLUHbIE FPaXAaHe, HO 1 3/I0yMbILLIEHHUKN. U1 YeM Bonee coBepLUEHHbIE
CpeAcTBa OKa3blBAlOTCHA B UX pyKax, TeM H6osblle Bpeaa OHM CNoCOOHbI MPUYNHUTD.
CeroaiHsi MO>XKHO JIEerko NMPeACcTaBUTb, YTO KTO-TO OTKJIIOYUJI UHTEPHET OTAENIbHOW CTpaHe
WA BCeW nnaHeTe. Bpsaa v 3To cyynTcs, HO 3TO BO3MOXKHO. YTO Toraa 6yayT nenathb Te,
KTO Ka)XX[yl0 MesioYb Y3HAT U3 BCEMUPHOW NayTUHbLI? ByayT noMaTk rosioBy Haj TEM, Kak
)K€ BKJII0YAETCS 3ieKTpnyeckas 3ybHas weTka?

Ha nonobHble TeMbl pa3MbILWSAIT U LWIBENLLAPCKME IKCMEPThl, KOTopble cobpannch Ha
dopyme «LlBenuapckme gHu kmbepbesonacHocTu», npoxoasauwem Bo Ppubypre. B cnmucke
Y4aCTHUKOB €CTb U CNeunanncTbl U3 OpYyrux CTpaH, BKa4Yasa O4HOM0 N3 BeAyL X MUPOBbIX
3KCNepToB B Chepe nHpopmaumoHHonm 6esonacHocTn EBreHna Kacnepckoro, KomMmnaHums
KOTOPOro npepjJsiaraeT rnosib30oBaTeNaM U3BECTHYO NPOorpaMmMy-aHTUBNPYC. OnpeKkTop
bepHckon komnaHum Dreamlabs Technologies Hukonsa ManeHKyp paccka3an B UHTepBblO
TenepagnokomMmnaHmm RTS, HackonbKo LLBenuapuns yassumMa nepen BO3MOXKHbIMU
kKnbepaTakamu.

CoTpyaHukn Dreamlabs Technologies obHapyxunu 44 Tbic. cnabbix MecT. B cnncok BxogaT
cepBepbl, CUCTEMBI YNPaBJ/IeHNA BOAOMNPOBOAOM U 3JIEKTPOCETAMMU, Moe3famMmm n
camoneTamu. B kayecTBe npumepa Hukona ManeHkyp npusen Heartbleed - owmnbky B
nporpamMmMmHom obecnevyeHun OpenSSL, fatoLLYy0 BO3MOXXHOCTb HECAHKLIMOHNPOBAHHO
4yMTaTb NMNaMATb Ha CepBepe WK Ha KOMMNbloTepe Nnosib3oBaTens, B TOM Yynucne ans
N3BNI€YEHNA 3aKPbITOro Ki4Ya cepsepa. NHhopMaumsa ob yassmmocTun bbina onybnmkosaHa
B anpene 2014 ropa, Ho Ha ceroaHs B LBenuapum - 6onee 500 cepeepos, NporpaMmMHoe
obecnevyeHne KOTOpbIX He BblI1I0 0OHOBNEHO ANA YCTPaHEHNS OWnbKU.

CTo/Ib HeyTelUNTEe bHbI/A BbIBOL FOBOPUT O TOM, 4TO BJIACTU MNOKa HE 3aHMMalOTCA 3TON
npobnemoii Bcepbes. B To e BpeMs, Hnkons MaieHkyp 0OTMeTW, YTO peLlaTb 3TU
BOMPOCHI AOJKHO He TOJIbKO rocyAapCTBO, HO TakXXe KOMMaHWUM 1 YacTHble nuua. M3-3a
HelleHOro puTMa KOMMbOTEPU3ALIUM BCEX CHEP HALLEN XXU3HW, BKJIOYAs NOosiBeHne
NHTEepHeTa BeLlen, «NocTpadaTb MOXKET He TOJIbKO Ball AOMALUHUA KOMMbIOTEP, Cepeep
WUNn Balle npeanpusTue. Xakepbl MOTYT MOJIy4MTb OOCTYMN K aBTOMobuIsaM, noesgam,
caMosieTaM N MHPACTPYKTYypaM. B nobyto cekyHay MOXXET MpekpaTUTbCS rnogaya BoAbl
WM OTKJIIOYUTBLCSA 3N1eKTPUYEeCcTBO. BO3MOXXHO BCe», - 3aktounn Hukons MaieHKyp cBOW
MpPayHbI MPOrHO3.

Mo ero cfoBaM, OTCYTCTBUE pPeLUNTENbHbIX MepP MO NMPenoTBPALLEHNIO TAKUX CUTyauun
0b6bACHAETCA TeM, YTO Halle 0B ecTBO CANLLIKOM BbICTPO CTasNl0 NMPUMEHATb NocaegHne
pa3paboTkuy, N NO3TOMY Y MoJib30BaTENEN eLle He ChoOpMMPOBaAsaCb NPUBbLIYKA AyMaTb O
cobcTBeHHON KMbepbezonacHoCcTN. HeobXxoANMMO N3MEHUTL OTHOLLEHME NOAEN K 3TUM
npobnemam.



denctentensHo, 3aWwnlaTh cebsa oT kmubepaTak cerogHs NMOYTU Tak XXe BaXKHO, Kak 1
MoJIb30BaTbCs COMHUE3AWNTHBIM KPEMOM B XKAaPKUN NIeTHUW OEeHb Ha NAs»Xe, HOCUTb
3alNTHYIO O4eX Ay Ha NMPOM3BOACTBE UM 3anupaThb OOM, yxoasa Ha paboTy. HaBepHoe,
rocygapcTBa NpaBWU/bHO CAENaloT, eC/v, HECMOTPS Ha Pa3BUTUE TEXHUKN N KOMMbIOTEPOB,
Bcerpa 6yayT COXpaHSATb BO3MOXXHOCTb PYYHOro yrnpasseHnsa cTpaTernyeckn Ba>kHbiMu
MHGpPaCTpPYKTYypaMu. Mbl XXMBEM B 3N0OXY, Korga nobepa onpenensercs He YHUCNEHHOCTbIO
apMun, a TeM, B YbEM PaCMopPSAXXEHUN OKa3aJIMCb KHOMKN «BKJ1.», «BbIKJ1.» U «yOaNINTb».
MosToMy, 4eM BosiblLUE Pa3BMBAOTCA TEXHOIOMNN, TEM LLEHHEE CTAaHOBATCSA 3HAHUSA B
naMsaTK YenoBeKa, a He XpaHsaLwmecs rae-To B rnybmnHax nHTepHeTa.
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