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KubepLwnuoHbl «KpacHoro okraops»
NPOHUKJIN B NOCONbCTBA B LLIBenuapum |
«Opération Octobre rouge»: des
cyberespions ont attaqué les
ambassades en Suisse
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CoTpyaHukn "Nlabopatopumn Kacnepckoro" B Mockse (© alternet.org)

Kak MUHMMYM Ha NPOTSXKEHUWN MATU NIeT NPeCcTYNHUKN BOPOBaaM NHGopMauuto y
MpPaBUTENIbCTBEHHbLIX CTPYKTYP pa3HbiX cTpaH. Mo cnosBam akcnepTa «JlabopaTopun
Kacnepckoro», HanbonbWwmn HenerasbHbI TpauK OaHHbIX WwWes 13 Lsenuapuu.
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Les pirates sont parvenus a infiltrer des représentations diplomatiques pour y dérober les
documents. Parmi les 69 pays visés, la Suisse est le plus touchée selon les sources Le Matin
Dimanche.

«Opération Octobre rouge»: des cyberespions ont attaqué les ambassades en Suisse

Kak cTano n3eectHo 14 aHBapsa n3 obHapo40BaHHOIMO oTYeTa NCCNEeA0BaTENbCKOro LeHTpa
«JlabopaTopusa Kacnepckoro», akcnepTbl B 06/1aCTn KoMNbloTEpHOW Be3onacHOCTH
BCKPbIJIN MaCWTabHYO LUMNMOHCKYIO CETb, KOTOPOWM Aasin Ha3BaHMe «KpacHbin oKkTa6pb». B
TeyeHMe HEeCKOJIbKUX JIeT ee 4YJieHbl HefnerasbHo Nojly4yasn Yyepes UHTEepHeT A40CTyn K
MH(OPMaLNM C COTEH KOMMbIOTEPOB AUMNJIOMAaTUYECKUX NMPeaCcTaBUTENbCTB,
roCy4YpexxaeHnm n nccnenoBaTenbCKUX NHCTUTYTOB NO BCeMY Mupy. LLIBenuapusa ctana
OOHOW 13 69 CTpaH, 3aTPOHYTbIX 3TON KnbepaTakon.

Ma3eTa Le Matin Dimanche npuBena KoMMeHTapuun Be4yLlero akcrnepTa no 6esonacHoCcTur
«JlabopaTopun Kacnepckoro» KoctunHa Pato. o ero cnosam, nupaTbl CKavyasanm COTHU TbICAY
rurabanToB nHpopmaunmn. «KNmK Mol Ha JOKyMeHT Word, NpuKpensieHHbIn K e-Manny -
1 BOT OTKpbIBaeTcsa 6be30bugHoe obbsasneHue: «MpogaeTcs aBToMobUIb ANa COTPYLHUKOB
AvnsoMaTuU4eckKnx NnpeacTaBuTeNnbCTB, YepHasa «Ma3na» 1998 rona Bbinycka, npober 145
000 kKM, B NPeBOCXOAHOM COCTOAHUN». [ToKa pabOTHMK MOCO/IbCTBA YNTAET 3TU CTPOYKMN,
BUPYC y>Ke 3arpy3unsics B ero KoMnbloTep, CBA3bIBas €ro Co LWMNOHCKMM CEPBEPOM».

PyTVIHHaFI pa60Ta 6I:>ICTpO npespatTniacCb B Cepbe3HOe paccyiegoBaHNE, N TYT 3KCMNEPThI


https://nashagazeta.ch
https://nashagazeta.ch/cities/zheneva

Kacnepckoro CTONKHY/INCh C nofobrvemM CknagHoro LWBenLapCckoro HoxXa 415 Xakepos,
nuweT Le Matin Dimanche. «Mbl nugeHtTudunumposann 6onee 1000 mogynen, KoTopbie
MOryT 6bITb MCNO/Ib30BaHbl B 3aBUCMMOCTN OT HaAobHOCTM», - UMTUPYET raseTa cjioBa
KocTunHa Pato. Hanpumep, 3Tn Moay/iv rno3Boas/iN OTbiCKaTb OKYMeHTbl B oopMmaTe PDF,
Word nnn Excel, nogknio4aTbCa K ICTOPUN NMOUCKOB B UHTEPHETE U 3aperncTpmposaThb BCe,
4YTO NoJsib3oBaTesib Habupan Ha KnasuaType.

B yncne y>xe noeHTMpnuUmMpoBaHHbIX XXePTB XakKepoB - NOCOJIbCTBA, NMPaBUTENIbCTBEHHbIE
areHTCcTBa N apMum 69 ctpaH. OCHOBHaA Lenb BbIFSAUT Kak »XenaHue cobpaTb
CeKpeTHble AOKYMEHTbI N FreornosINTUYeCKNe AaHHbIe.

Operation “Red October”

Victims of advanced cyber-espionage network
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KapTa nupaTckux gencteui c obo3HavyeHnemM Hamnbosiee 3aTPOHYTbIX aTakaMn CTpaH

MupaTbl 3apernctpuposanm bonee 60 nomeHoB B ABCTpumn, F'epmaHum n Poccun,
nepepnasas Yyepes HUX nHpopmaumio. NMpasaa, 3a nocaegHne MecsLbl OHU BO30O6HOBUAN
aboHeMeHTbl TONIbKO ANA WwecTu n3 Hux. «JlabopaTopua Kacnepckoro» BOCnosb3oBajsach
3TUM 1 BblKynuna Te, 4To 6osblLe HE NCMOIb30BaINCh, YTOObI N3BJIEYb U3 HUX
MH(OPMaLMIO, NOCTYNaBLWY OT 3apa>KeHHbIX KOMMNbOTEPOB. «Mbl MOAYYUIN JOCTYN
npuMmepHo K 10% Tpagunka», - noacHWI KocTtuH Pato. K ero yanBieHuto, U3 TbiCcaY
NOAKJIIOYEHWN, 3aperncTpmMpoBaHHbIX Mexay 2 Hoabps 2012 roga n 10 auBapsa 2013 roaa,
20% 6binn coenadbl 13 LWWBenuapuun. 3Ta nponopuns aenaet Lesenuaputo Hanbonee
3aTpoHyTON «KpacHbIM OKTAGpeM» cTpaHON, 3a Hel cnepyeT KasaxcTaH (15%).

YacTo cTaHOBUAUCHL Lenbio kubepaTak Poccusa n Aszepbangr)kaH. 3apa>KeHHble KOMMNbIOTepbl
Haxoaunucb B cTpaHax bbiBwero CCCP, HO Tak)Xe 1 B cTpaHax EBponbl, BanxxHero v
CpenHero BocToka.



«JlabopaTopusa Kacnepckoro» nepepasna LWBENLAPCKUM BacTAM agpeca IP xxepTs
LWNnnoHa)ka y>xe B Hosbpe. «HaCcKo/nbKo HaM ceroaHsa N3BecTHO, 6blIM 3aTPOHYThl TONILKO
WHOCTpaHHbIE NpeacTaBuTeNbCTBa, Haxogauwmecs B LLBenuapumn», - NOSACHWA raseTe Le
Matin Nbep-AneH dnb4nHrep, cnukep d®egepanbHOro genaptaMeHTa MHOCTPaHHbIX gen. -
Y Hac HeT cBefeHNI O WBeNLapCKNX npencrtaBuTesibCTBaxX N KOMMaHUAX, KOTopble
nocTpaganun B pe3ysibTaTe 3TON aTaku».

denepanbHbIN @HAIMTUYHECKMA LeHTp no 6e3onacHoCcTu nHhopmaumn MELANI npuwen K
TOMy Xe BbiBOAY. «Celnyac Mbl Npeaynpe)xxnaemM Tex, Koro 3To KacaeTcs, 4Tobbl OHK
NPUHSAIN HeOBX0AMMbIE MepbI», - MPOKOMMeHTUpoBasa aHanuTuk MELANI Maypo BuHbaTn.

CneuvanuncTtbl n3 «Jlabopatopun Kacnepckoro» He cMornim nobpaTbCs 40 MCTOKOB aTaku.
«Mbl 0BHapy>X1AKn 3aWNpPoBaHHbLIMUK B KOAE BMPYCa C/1I0Ba N3 PYCCKOro apro, 4To
HaTaJZIKMBaeT Ha NPennosIoXKEeHNs, 4TO aTaka NaeT U3 CTpaH, rge NCNob3yT PYCCKUN
A3bIK», - KOHCTaTuMpoBsas Palo.

«39TO He roBOPUT O TOM, YTO OpraHbl rOCyAapCTBEHHOW BAaCcTN Poccum cBsi3aHbl CO
LUNNOHaX>XeM, BO MHOXXeCTBe cTpaH paboTaloT roBopsLime no-pycckm NnporpaMmMmcTbl», -
OTMETWUJ elle OAVNH aHaINTUK, 3aMeCcTUTesNb AnpekTopa LeHTpa rnobanbHbixX
nccnenoBaHMM U aHanm3a yrpo3s «Jlabopatopum Kacnepckoro» MaHryc Kanbkyn gns
WH(OPMaLMOHHOIo areHTCcTBa dpa.

A BOT WIBENLAPCKUI 3KCNepT Maypo BUHbATK CYMTAET, 4TO «0O4E€Hb BEPOSITHO, Y MCTOKOB
«KpacHoro okTa6ps» cTtonT Kakoe-nmbo NpaBUTENbLCTBO». Pa3Max N CJIOXKHOCTbL Aena
nckaoYdatoT paboTy nobutenen.

Cneynannctam «JlabopaTopum Kacnepckoro» noka He yaanocb 0bHapyXntb
MeCTOoNoJI0XKeHNne OCHOBHOIO cepBepa CeTU, Ha KOTOPbLINM Hanpasasaaacb BCA NOJyYeHHas
nHgopmaumsa. C MOMeHTa, Korga onepaumnsa «KpacHoll okTAabpb» Oblna NnpenaHa
rN1acHOCTWU, NUPaTbl 3aKPbIJIN CBOU CEPBEPDLI 1 NpepBasin CBA3b C XXepTBaMnN. BO3MOXHOCTb
nobpaTbCsa A0 HUX elle CUIbHEE YMEHbLLUNNACK...
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