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ManeHbKOM NPOBOJIOKN AOCTAaTO4YHO, 4TOObI B3/IOMaTb 3/IEKTPOHHbLIN KO A
MHTeNnNeKTyaslbHON cuctemMbl besonacHocTn (© ETH Zlrich)

CoTpyaHuKn LLiBenuapcKon BbiCLLEN TEXHUYECKOWN LWKOJIbI Lilopmxa B3/10Masin MalUnHY
CBOEro Ha4vasJibHUKa: B Hay4HbIX LEensax 1 no ero cobcreseHHon npockbe.
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Les collaborateurs de I'ETH Zlrich ont déchiffré le verrouillage a distance dans la voiture de
leur chef: au nom de la science et sur sa propre demande.
Les chercheurs de I'ETH ont trompé Keyless-Entry-System

OKa3blBaeTCs, MOXKHO YrHaTb MalUMHY U HE TOJIbKO OCTaTbCsA 6e3HaKa3aHHbIM, HO U
nony4YnTb ogobpeHne BnagensLa: No kpanHen mepe, CpabsH THankyH, npodeccop
Kaenpbl KOMMbIOTEPHbLIX TEXHONOIM NI Bbiclen TexHnYeckon wkosbl Litopuxa (ETH),
oCTasica [oBoJsIeH paboTon CBOUX COTPYAHUKOB, KOTOPbIM OH MOPY4u B3JlIOMaTb
3N1IEKTPOHHYI0 cnctemy 6eckno4eBoro 4ocTyna cBoen MalmnHbl. OpenseH ®paHCUNOH 1
Bopuc JaHeB He TOJIbKO C JIEFrKOCTbIO CMPaBUINCL C MOCTaB/IEHHOM 3ada4en n obMaHynu
MOAHYI0 cuctemy Keyless-Entry, HO 1 HaWAM XUTPOYMHbIe CNOCOObI 3aLLMTbl OT
B3JIOMLLMKOB 3JIEKTPOHHbIX KJlo4en. B onybankKoBaHHOM nccaenoBaHnm LIOPUXCKMe
y4Y€eHble CHavyasla paccka3aiv 0 TOM, KaK B3/IOMaTb MalLUWUHY Ha 3/IEKTPOHHON CUCTEME
ynpaBsieHus, a 3aTeM - Kak obe3onacnTtb cebsa OT YroHLWNKOB.

KomdopTabenbHas cnctema beckno4eBoro 4ocTyna, OTKpbiBaoLWas ABepn, CIOBHO Mo
BonwebCcTBY, B NoC/feHee BpeEMSA 3aBOEBbIBAaET BCe O0JbLUYIO NOMNYAAPHOCTb Cpeamn
asToBNagenbLUeB. KoMnbloTep, YyCTAaHOB/IEHHbIV B MaLllMHE, pearnpyeT Ha 3/IEKTPOHHbIN
4Yun, BCTPOEHHbIN B KJIKOY WX CMapT-KapTy Bhajdesbua: 40CTaTOYHO Npubam3nTbCs K
aBTOMOOMNIO, KaK ABepLbl FOCTENMPUUMHO OTKPbIBAIOTCS, @ MOTOP 3aBOAUTCSA NIErkKUM
Ha)kaTueM Ha Knasuwy «CtapT». Takon e yaoOHOM CMCTEMON OCHaLleHa 1 HoBas
MalluMHa npodeccopa KoMMNblOTEPHbIX TexHonorum ETH CpabsiHa T4ankyHa, 1, Tak Kak
rnaBa UccnefoBaTeNbCKOW FPyMmbl, 3aHMMatloWencs cncteMamm 6e3o0nacHoOCTU, OTHIOAb He
paBHoOAYyLWeH K 6ecnpoBOAHbLIM CETAM U AaT4YMKaM, OH peLunsi NPpoBepUTb, HACKOJIbKO
MO>XHO noBepsTb Keyless-Entry.

"ATaka peTpaHcnsaTopa" B ucrnonHeHun npoceccopos ETH (© ETH Zurich)

TyankyH BO3J1I0XKWJ1 Ha ABYX CBOMX COTPYAHUKOB Ba>XHY MUCCUIO: NOMNbITaTbCA YrHaTb ero
COBCTBEHHYIO MaLUMHY, NPAMO Ha CTOsIHKe yHuBepcuTeTa. OpenbeH ®paHCcuinoH n bopuc
[daHeB NpuLwAM OoT NOpy4YeHNs B BOCTOPI M He 3aCTaBUIN NPOCUTb cebsa asakabl. K nx
bonbLwoMy yanBAEHUIO, XBaleHyto 6ecnpoBoHYyO cucteMy 6e3onacHOCTM yaanoch
pacKyCuUTb NpU NepBbIX Xe nornbiTkax: npogeccopa 6e3 Tpyaa oKasasincb B Yy)>KOWN MaLLUNHe
M Ja)ke CMOrjin 3aBecTun ee.

[eno B TOM, 4TO AJ19 3HATOKOB KOMMbIOTEPHbLIX TexHonormm Keyless-Entry-System
COBEPLUEHHO He OT/InY4aeTCcs OT ApYyrux TunoB 6ecrnpoBofHbIX ceTen. PyHKLMOHNPOBaHME



3/1IEKTPOHHOr 0 KJ4Ya obecnevymBaloT pacnoNOXKEHHbIE B pa3HbIX YacTsaX aBToMobunns
AHTEHHbI, MOCbIIaoWmMe KOLOBbLIN CUMHAJ, KakK TOJIbKO Bragenew npnbnmxaercs K
MawmnHe. CneymanbHbIN TPAHCMOHAEP, BCTPOEHHbIN B 3/1IEKTPOHHbIN K104,
paclwngpoBbiBaeT CUrHaN N «0TBeYaeT» aHTEeHHaM B aBToMobusie HOBbIM LINGIPOBbLIM
KOOOM. ABTOMMJIOT MalMHbl CPaBHUBAET MOCAAHHbIA N NOIYYEHHbIA CUFHaNbl N OTKPbIBaeT
OOCTYN K MalUMHEe 1 3a)KUraHuto, ecim Kogbl CoBnagatoT.

«Takum 0bpa3oM, Halla 3agadv4a COCTosA1a B TOM, 4TOObl BBECTM CUCTEMY MaLUUHbI B
3abnyxgeHune, 3aCTaBUTb €e MoBepuTb, ByATO TpaHCNOHAEP K/0Ya HAaXOANTCA B
HenocpeaCcTBEHHON BAM30CTN OT Hee. XOTSA Ha caMoM aesne OH 6bin B CyMKe yaanmBLLerocs
Bnagenbua», - obbAacHaeT bopuc aHes. B3NOMWMKM BO UMS HAYKN OXKNAANN
npmban>xeHne CBOEro Kosaerm B CNopTUMBHOM aBTOMOOME Ha CTOSIHKE YHMBEPCUTETA.
THankKyH 3akpblsl MaWwmnHy, Kkak nogobaeT, n oTnpasBuiaca paboTaTb Ha Kadenpy, cnpsaTas
3N1eKTPOHHbIN K104 B KapMaH. Ha Kadenpe ¢ HAM CTOJIKHYICA 04NH U3 COOBLHMKOB, B
KapMaHe KoToporo 61710 cnpsATaHO NMPMeEMHOe YCTPONCTBO pa3mepom ¢ MP3-nnenep.

B 3TO BpemMsa BTOPON «B3JIOMLLUMK» CTOSJ BO3J1e MaLUUHbI C NepefaTYNKoM, CBA3aHHbIM C
AHTEHHOWN: «PONIb @aHTEHHbI MOXKET BbIMOJIHATL 0ObIYHASA MPOBOJIOKa», - BblAaeT CeKpeT
OpenbeH ®paHCUNOH. Takas aHTEHHa, NPUCTaBJIEHHAas HEMOCPEACTBEHHO K py4Ke ABepwu,
NIOBUT CUMHaJ, NCNYCKAEMbIA aHTEHHAaMMN MalUHbl U HanMpaB/sSeT ero Ha nepenaTyuKk,
KOTOpPbIN TpaHCHOPMUPYET KOA U nepenaeT ero Ha BbICOKOYACTOTHbLIX BOJIHAX MPUEMHOMY
YCTPOMNCTBY B KapMaHe BTOpPOro coobuiHmnKa. B cBoto o4yepeab, NpuemMHoe yCTPONCTBO
nepenaeT CUrHaa Ha KJIl0Y B KapMaHe Yy HaxoasLWeroca psnomM sBnagensua asromobuns.
Knto4, camo cobon pasymeeTcs, OTBeYaeT Ha U3BECTHbLIN Koa. «Bce nponcxognt B 04HO
MIHOBEHME, N BOT MaLUMHa Y>Ke OTKpbITa», - 4eNaTCs BrnevYyaTneHnsamm npogeccopa
dpaHCcninoH n aHes. HanageHHbI cnocob oHM MPOBEPUAN U Ha APYrUX MOOENSAX:
pe3ynbTaT OKa3asicsa TeM Xe, BeAb BCe becnpoBoHble KA4YM paboTaloT NO 04HOMY U
TOMYy e npuHumny. CBON MeTo[ YYeHble Ha3Ba/In «aTaka peTpaHCcAAaTopa»: OCHOBaH OH Ha
TOM, 4TO CUCTEME MalUWHBbI, B pe3yJibTaTe XMTPOYMHOW Urpbl C NepedaTyinkaMu, Ka)KeTcs,
6yaTo K04 BNagesbla HaxoouTcsa B HenocpenCcTBeHHOM 6/1M30CTM OT Hee.

Y cuctembl Keyless Entry Toxxe ecTb cnabble mecTa... (alelectric.com)

OfgHako uopuxckue npodeccopa paspabotanm cBon MeTo He A8 YIOHLWWMKOB, a AN

TOro, 4Tobbl NOMOYbL aBTOBJIAAe b aM 06BECTM BOPOB BOKPYI Masblia. dNe€MeHTapHbIe
Mepbl 6e30nacHOCTN No3BoNAOT obe3onacnTb cebst OT MOAKOBAHHbBLIX B KOMMbIOTEPHbIX
TexXHONornsax BopoB.. MepBbit CMOco6: MOXKHO MPOCTO-HANPOCTO BbIHYTb BaTapenkn us

6ecnpoBOAHOMO KJlO4a Ha BpeMS CBOEro OTCYTCTBUSA N OTKPbITb MaLLUNHY C MOMOLLbIO



3aMaCHOro KJ1tlo4a, COBETYIOT LIIOPUXCKNE NCCNEeAOoBaTENIN. «DTO 3HAYUTENIbHO YCNOXKHSET
YrOHLWMKaM Aeno», - 06bACHAIT yYeHble, - «TaK Kak CHavasla UM Hago AeNCTBUTENbHO
B3JIOMaTb [1BEPb MalUUHbI». [Tobo4yHOe AencTBmue - becnpoBoaHas CUCTEMA TEPSAET BCAKUNA
CMbICJ1, U MalLUNHA OTKPbLIBAETCS C MOMOLLbIO 0O6bIYHOMO KJtoYa.

BTopon BapmaHT - 06epHYTb 3N1EKTPOHHbLIN KN4 KaKUM-HUbYOb MeTan/10M-
HEenpPOBOAHMKOM, HanNnpuMmep, aJloMUHUEBON POJILIOW: OHa NPenATCTBYET nepenaye
6ecnpoBogHOro curHasa. Bopam npuwnock 6bl 3HAYNTENBHO YCUANTL CUMHasI, YTOObI
NPobnTbCHA CKBO3b METaNINYecKyto 060/104KY 1 MOSYy4YNTb OTBET KJI0Ya U KOA4 MalLUUHbI.
OAaHaKo caMbIiM YAO0OHbLIM Ha OaHHbIA MOMEHT ABNSETCA TPETUN BapuaHT 3allnThl,
pa3paboTaHHbIN CpabsiHOM TYHaNKyHOM K ero Kossieron no System Security Group
Kacnepom BoH PacmycceHoM. C MOMOLLbIO UX YCTPOMCTBA, Y>Ke CYLLLeCTBYIOLLEro B
npoTOTUME, BO3MOXHO NepefaBaTb aHTEHHaM aBToOMObMAA nHoOpMaLKno O TOM,
HaCKOJIbKO B EeNCTBUTENBbHOCTU yaasieH OT MallHbl 3IEKTPOHHbIN KJ1H0Y N BCTPOEHHbLIN B
Hero TpaHCNoOHAEep: Takaa CMCTEMA He MO3BOoJISEeT aHTeHHaM ownbaTbCs U NPUHUMATb
CUrHanNbl OT APYrNX YCTPONCTB, TO eCTb 6/10KMpYyeT «aTaKy peTpPaHCAATOPOB>.

BoT Takon ypok pa3paboTynkam MHTenNekTyalbHbIX cncteMm 6ecrnpoBoaHOro AoCTyna K
MaLlnHe NpenoaHecn LIPUXCKNe y4yeHble. BnosiHe BO3MOXXHO, 4TO X NPOTUBOYIFOHHbIE
akceccyapbl 6yayT Nosib30BaTbCA CMIPOCOM. A aBTOBJIafesibL,aM 1N BCEM OCTasIbHbIM
OCTaeTCs NoCOBETOBaTb TOJIbKO OAHO: OCTOPOXXHee obpallaThbcsa ¢ becnpoBOAHbIMM
HOBWHKAMW: HUKOr Ja He 3Haellb, KakKon peTPaHCAATOP rOTOBUTCA NOBAM30CTU K aTake.
ETH Zlrich
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Cnepymwoulee aBTo [I)xenMc boHO OTKPOEeT C MOMOLLLbIO YacoB
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