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Les polices européennes, y compris en Suisse, ont signé un appel visant a mettre un terme
a la confidentialité des échanges numériques.

La lutte contre la criminalité vs. la protection des droits fondamentaux

KpnMunHanbHasa XpoOHMKa B NocaegHee BPpeEMS HAaCTO/IbKO aKTUBHA U MyratoLla, 4To
HaYMHaelb owyLaTh ceba nepcoHa)keM AeTEKTUBHOIo poMaHa. C Ton pa3HULERN, 4TO TYT
BCE «HE MOHApPOLLKY», N C TEM CXOACTBOM, YTO He BCerga cpasy NnoHMMaellb JIOrnKy
NEenCcTBUN cregoBaTenen.

Tak n cenyac. Bcero gsa mecsiua Hasap B EBpone pa3spa3unica ckaHgan B CBA3N C YTEYKON
pa3rosopa opunuepoB HeMeLKNX Boopy)XeHHbIX CUJ1. YTe4yKa 3Ta Npoun3oLusa, corjiacHo
opuymanbHOMy 06BbACHEHUIO, N3-3a, 4TO OAMH U3 Yy4aCTHMKOB 6eceabl He npowen
npouenypy 6besonacHoro nogkntoveHns. Kasanock 6bl, 3a Takum Yl gos>KHO NocnenoBaTb
ycuneHue Mep npefoCTOPOXXHOCTU A0 YPOBHSA, KOTOpbIN caenan bbl pasrosop 6e3 nx yvyeta
MPOCTO HEBO3MOXHbIM. HO Ha Aene NponcxoaunT, HACKOJIbKO MOXXHO NOHATbL, obpaTHoe.

[eno B TOM, 4TO WKgpoBaHMe coobLLEeHW - NOCTOsIHHasA npobnema ons
NPaBOOXPAHUTESIbHbIX OPraHOB HE TOJIbKO C TEXHUYECKOWN TOYKM 3peHmns (Hago ux
paclngpPOoBbLIBaTb), HO U C OPUANYECKON - B AeN0 BCTYNaeT 3alMTa OCHOBHbIX Npas.,
BKJIlOYAs MPaBO Ha «JINYHYIO cepy».

N BOT B BOCKpeceHbe, 21 anpens, EBponon onybsinkoBan coBMeCcTHOe 3asBsieHne 32
€BPONenCcKNX HaumoHa bHbIX NOANLENCKUX CUA, BKAOYasa LLBenyaputo, NpoTme
wunpoBaHMA cepsmncamm obmMmeHa cooblieHnsamun. Nonnmuenckme NpusbisatoT
npaBUTENbCTBA U KOMMNAaHUN NPUHATbL CPOYHbIE Mepbl. 10 NX MHEHUIO, WndpoBaHue
YCNOXHSAET nx paboTy n 3awmuaeT npecTynHUKOB, 0CO6EHHO B KOHTEKCTEe YCUIMBLLErocs
Teppopu3iMa N OEeTCKON NopHorpadun. Takon pagnkaiabHbll U HEOObIYHbLIN, COrTacMMCH,
MOAXOA4, OTPa)KaeT Ba)XHOCTb, MpuUAaBaeMyo 3TON TemMe nognmcaHTamm obpalleHus.

CTONT HaMOMHUTb, YTO CKBO3HOE WK poBaHMe 6bI10 BBEAEHO OKOJI0 AECATW NIeT Ha3an
TaKMMKU MaccoBbIMU cepBucamm obmeHa coobuieHnsmmn, kak WhatsApp, Signal n Threema.
Telegram Tak)xe npegnaraeT BO3MOXXHOCTb 3awundgpoBaTb beceny € Apyrum
nosib3oBaTeNeM, HO 3Ta (PyHKUMSA HE aKTUBMPOBAHA MO YMON4YaHUIO, B OTIM4YME OT
KOHKYPUPYOLLMX NPUIOXKEHWA.

Takaa onuusa rapaHTUpyeT KOHPUOEHUNANbHOCTb NEePErnncKn: oaxxe peaakTop
3JIEKTPOHHOW NMOYTbl HE MOXXET NMPOCMOTPETbL COAEPXKMMOE ANCKYCCUU, a B Clyvae
nepexsaTa TPagWLMOHHBIMU NOACAYLIMBAOLWMMN YCTPONCTBaMKN coobuieHns bynyT
oTobparkaTbCs B BUAE HEYMTAEMbIX CUMBOJIOB. CKBO3HOE LUM(POBAHMNE CHMTAETCS
CTOMPOLEHTHO HaAeXHbIM, 1 NOJTYYUTb AOCTYN K 3alMPPOBaAHHbLIM COOBLLEHNAM MOXKHO
TONbKO XUTPOYMHbIMU criocobamn. Ho rosib - B J@aHHOM CJly4ae, Xakepbl - Ha BblAYMKY
XUTPa, a NOTOMY Crocobbl HaxoasTcs. M Tak AyMaeM He Mbl OLHMW.

EBponon He yka3biBaeT, KakKne MMeHHO Mepbl csiegyeT npeanpuHaTb, OrpaHNYnNBasCh
YNOMUHAHMEM O CYLLEeCTBOBAHUM TEXHUYECKNX CPEACTB, MNO3BOSAIOLWMX HENTPAN30BaATb
wngpoBaHMe. HaunoHasibHaa coBeTHULUA XakKH ae KyaTTpo, npurialleHHasa BbICTYNUTb
Nno 3TOMY BOMpPoOCY B nporpamme «®opym» Ha RTS, nogaepkasa rnosmuyunio, 3aHATYIO
€BPONEeNCKNMUN NONLENCKUMMN CUNAMN: MO MHEHUIO 3TON HAPOOHOW N3bpaHHULbI, OO/KHA
ObITb TEXHNYECKAsi BO3MOXXHOCTb NPeAOoCTaBUTb KOMNETEHTHbLIM OpraHaM, U TOJIbKO UM,
AOCTYN K coaep»xaHuto coobLeHnn.



B 3TOM NpoTuBOpEYnn Mexay 3alnTon YaCTHOW XU3HU 1 Bopbboin C NPeCcTynHOCTbIO HET
HW4Yero HoBoro. B cocegHen ®paHunn gupekTop HauMoHaNbLHOro areHTCTBa
MH(OPMALMOHHbIX cncteM (Anssi) yxe 3aHnMan B 2016 rogy no3muunio npoTmue
npennoXXeHnnm ocnabutsb WngpoBaHmue coobLieHn. KpnTonorn co CBOEN CTOPOHbI TaKXe
perynsipHO 0OTMeYatloT, 4TO B BOMNpOCax WKUhpoBaHMA He CyLecTByeT NPOMeXXYTOYHOro
BapuaHTa. JInbo oHo abcontoTHO, NMbO HET, N NtboN «YepHbIN XO4», MO3BOAOLL NN
B/IACTAM HapPYWNTb KOHPUAEHUMANbHOCTbL 06MeHa faHHbIMU, MOXXeT ObITb NCMOJIb30BaH
TPETbUMUN CTOPOHAMMN. HECOMHEHHO, 3/IOHaMepPEHHbIE XaKepbl HaNAyT cnocob
NCMOJIb30BaTb X B CBOUX LENAX, U B UTOre lWngpoBaHne okaxetcs 6ecrnonesHoiMm.

AnneMmy MOXKHO MOHATb: OJ1 MPaBOOXPAHUTENbHbLIX OPraHOB BeNMK cobna3H NpUpaBHATb
lWngpoBaHME K NPECTYNHOCTW, HO CEKPETHOCTb KOMMYHUMKALMA He TOJIbKO 3alluMLiaeT oT
HE3aKOHHOI AesTeNIbHOCTU, HO U FrapaHTUPYyeT yBa)keHNe K YaCcTHOM XKU3HU -
yHIOaMeHTanbHoe NpaBo, 3akpensieHHoe B KoHCcTuTyuumn LLisenuapun.

HeT oCHOBaHMN COMHEBaTbLCA, YTO HAMEPEHUS €BPONENCKNX N MPUMKHYBLLUUX K HUM
LIBENLAPCKNX MOSINLENCKNX CUN BNOJIHE BlaroHaMepeHHbl: ycunnTb 6opbby ¢
npecTynHoCcTb. Ho cpeacTBa, npegnaraemMble 49 AOCTUXKEHUS 3TOW LeNun, Henb3s
paccMaTpuBaTb UCKKOYUTESNIBHO C TEXHUYECKOM TOYKM 3peHuns. I 3To cepbesHas
coumnanbHasa npobnema, a 6narMmMm HamepeHNAMM 4YaCTHO BbIMOLL,EHA AOPOra CaMu 3HaeTe

Kyaa.

Ia n He coBceM B6eCcnOMOLLHbI CUJIbl MPABOMNOPSAAKA: B X PACMOPSAXKEHUN CEroaHSA eCTb
WHCTPYMEHTbI, MYCTb U CMOPHbIE, KOTOPbIE Y>X& MOXXHO NCMOJIb30BaTb 411 o6xoaa
wunppoBaHMA. Cambll U3BECTHbLIN N3 HUX - Pegasus. BMmecTo Toro 4tobbl NnepexsaTbiBaTb
coobuieHuns, 3Ta cuctema bepeT Nog KOHTPOJIb CaMO YCTPONCTBO MULLIEHW/XXEpPTBbI, Nocne
4yero BCE, 4TO OHa AenaeT CoO CBOMM KOMMbIOTEPOM UIN CMapTOHOM, MOXXeT HabnaaTb
MoJsib30BaTesb 3TOWN LUMNOHCKOM Mporpammsl. LLIBenuapuns ncrnonb3yeTt nogobHbie
WHCTPYMeHThl, U PenepanbHag pa3BeabiBaTenbHas cnyxba LLsenuapun (SRC) exxerogHo
nybnnkyeT COOTBETCTBYIOLW YO CTAaTUCTUKY: Tak, 25 anpensa atoro roga oHa coobwmna, 4To
B 2023 roay ncnonb3oBana cuctemy GovWare 0eBsTb pa3 No CpaBHEHUIO C ceMbto B 2022-
M.

Ncnonb3oBaHme Taknx MporpamMMHbIX obecnevyeHnn CTPOro perniaMeHTUPOBaHO 3aKOHOM,
MOCKOJIbKY OHM O4Y€Hb MOLLHbIE N NpeacTaBaseT cobon aKCTpeMaibHOE BTOP>KEHNE B
YacTHyto chepy. Mogo3peHnsa Ao/MKHbI ObITb A0/HKHBIM 06pa3omMm 060CHOBaHbI, a 3anNpocC Ha
NCNosb30BaHMe NMOATBEPXKAEH Pa3/IMYHbIMU HE3ABUCUMbBIMU MHCTAHLMAMN. ITO,
pa3yMeeTCs, ropa3fo CloXKHee, 4eM TpaAULNOHHOE NOACNYLUMBAHNE, U UMEHHO B 3TOM
KPOETCSA OCHOBHAsA NMpUYnHa, No KOTOPOM nonuuma npeanoyna 6sl ocnabutsb WwWndpoBaHme.
Ho Takoe pelueHune - 0eno noanTu4ecKnx BnacTen, KOTopblie OOKHbI YY4UTbIBaTb TOHKUN
BbanaHc Mexay 3aWmMTon OCHOBHbIX NMpas Bcex n 6opbbon co 3noynoTpebrieHnamu
HEMHOIMX, CYNTAIOT MHOrMe Hawm Koanerun. C Apyron CTOPOHbI, BONIbLLUMHCTBY U3 HAC
CKpbIBaTb HEYEro, N CBOM COOBLLEHNA Mbl HE WIMGPYEM. A eCnin Takas Mepa NOMOXXeT
npenoTBPaTUTb TEPPOPUCTUYECKUI aKT, HaNpMMep, TO, MOXeT, U CTOUT ee BBECTU?

NMoka oebaTbl NOYT, Ha AHAX CTaJ10 U3BECTHO, Y4TO 62-neTHAA HukoneTTa genna Banne, B
nocnenHue gecsATb NeT Bo3rnasnsaswan ®epepanbHyto cnyxby noanumum, ynaeT Ha
neHcuio 31 auBapsa 2025 roga, HEMHOrO paHbLUe CpoKa. ECTb /in CBA3bL MexXxay ABYMS
3TuMKn cobbiTuammn? Bnepeg, LLepnoku!
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