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Jdeknapauum MHOrmnx rpakgaH un npeanpuatun Uopuxa, Lyra n Lenua 6biam obHapy>KeHb!
B BUPTYaJZIbHOM NpocTpaHcTBe. [peanonaraeTcs, 4TO NpuYnHa 3Toro - Knbepataka Ha
hunpmy, oCyLLeCcTBASAIOLLYIO 0oBEPUTENbHOE yNpaBJ/ieHNe akTuBamMun, NuweT raseTa Le
Temps.

Des déclarations de nombreux citoyens et d'entreprises de Zurich, Zoug et Schwyz ont été


https://nashagazeta.ch
https://nashagazeta.ch/cities/cyurih-cug

trouvées dans l'espace virtuel. La raison en serait une cyberattaque contre une fiduciaire,
écrit le journal Le Temps.
Des déclarations fiscales suisses repérées sur le darknet

Kpaxxa n nybnnkauma nHpopmaumm o Hasorax wseenuapues U KOMMNaHUM - NpuU3HaK
ycuneHus kmbepatak B KoHdeaepaunn. drpma, y KOTOPON, BEPOSATHO, b1 yKpaOeHbl
AaHHble, NMeeT rosioBHom oguc B LBnue n otoenexHne B Llopnxe. Ha Bonpochl
XXYPHaJIMCTOB O TOM, KaK Ba)KHble CBeZleHMA nonajn B CKPbITYIO YaCTb MHTEPHeTa, rae
coefNHEeHNA yCTaHaB/IMBAKTCA C UCMNOJIb30BaHNEM HeCTaHAAPTHbIX MPOTOKOJIOB,
PYKOBOACTBO KOMMaHWN He OTBETWUJO.

Mo cnoBaM cneumanucTa No gapkHeTy, oOHapyXMBLUEro KOHPUAEHUMAIbHbIE AaHHbIE, OHU
Oblnn pa3MelLleHbl OHNaMH 5-6 HOAOPSA. DkcnepT fobaBun, 4TO 34eCb HaINLO KacCnyeckas
CXeMa: Ha 04MH U3 KOMMbIOTEPOB BbILWEYNOMAHYTON (OMPMbI Monasaa nporpamMmma-
BbIMOraTenb (NpegnonoxutenbHo, Lockbit 2.0), kKoMmnaHna oTKasasacb NAaTUTL 3a
paclwngpoBKY YKpaLeHHbIX hanaos, Nocse 4yero oHu 6biamn onybnmkosaHbl. Tenepb nobon
nosib3oBaTeNb, YMEWMNA NOAKNIOYATLCA K AAPKHETY U OCYLLECTBAATL B HEM MOUCK,
MOXXET Y3HaTb, CKOJIbKO 3apabaTbiBalOT onpefenieHHble rpakaaHe u npeanpuaTums.

Peuyb npet o geknapauusax 3a 2020 roa, B HEKOTOPbLIX NpeacTaB/iIeHbl MNOJIHble faHHbIe 3a
2004-2020 rr. B pokyMeHTax yKa3aHo, Kakue CyMMbl HalororsiatenbLlUnukKy nepeyvncanin
CBOMM KOMMYHaM, KaHToHaM 1 KoHdenepauum, ectb nHpopmMaumsa o 6aHKOBCKUX CHeTax,
nnoTekax, MMeHa N agpeca KJIMeHTOB nocTpagaBLuen oT knbepaTakm koMmnaHuu. B uenom
nporpamMma-BbiMOraTesib «3aCBeTu1a» HEeCKOJ/IbKO AEeCATKOB HaJloronjaaTesbLNKOoB.

MpencTtaBuTesb HUHAHCOBOIro AernapTaMeHTa KaHToHa Llopux 3a8BU1 B UHTEPBLIO Le
Temps, 4TO Hanorosomn cny>xbe HNYero He N3BECTHO O Npoucweglwiem, nobasus, 4TO B ee
334341 He BXOAUT NPUHATME Mep B NOA0BHbLIX CnyYasax. XpaHeHUe OaHHbIX B TalHe -
06583aHHOCTb NPeanpuUATUN.

Mo cnoBaM 3kcnepToB No kKnbepbesonacHocTu, Nnporpamma Lockbit 2.0 Hepegko
NCnonb3yeTcsa ANS aTak Ha aMepUKaHCKUe N eBponenckme KoOMnaHmm, Tak Kak OHU
pacnonaratT 6onbwnMu cpeacteamu. Kpome Toro, 3T mpMbl, Kak rnpaBuso, NoKynawT
CTpaxoBble MOJINCbl OT KNB6EPPUCKOB, MOCKOJIbKY aTakn NMpPorpaMM-BbiMOraTesnen cTanm
4aCTbl0o NOBCEAHEBHOM XN3HU. OCOBEHHO YSA3BUMbI MaJible NPeanpuaTUS, Y KOTOPbIX YacTo
HeT BO3MOXXHOCTK obecneynTb cebe HageXXHYo 3aLlnTy.

Cneynannct no knbepbeszonacHOCTM ayanTopckon komnaHum PwC SH bopboeH He
yavBneH npoucweanwmm. OH NogvyepKHy 1, 4TO Npu nepefaye gaHHbIX Kakon-nnbo chupme
BCerja CyuecTByeT BEPOATHOCTb TOro, YTO OHa NMOABEpPrHeTCs aTake. TeM He MeHee,
MHOrune foan AoOBEPSAIT KOHPUAEHUNANBHYIO MHPOPMALMIO KOMMAaHNAM, B KOTOPbIX He
obecneyeH JOCTaTO4YHbIN YPOBEHb 3aWnTbl. KnneHTaM, Bcepbe3 06eCrnoKOEeHHbIM
COXPaHHOCTbIO CBOUX AaHHbIX, cefyeT paboTaTb TONILKO C NpeanpusaTUAMN, B CMINCKE
NPUOPUTETOB KOTOPbIX 6€30MacHOCTbL CTOMT Ha NEPBOM MecTe.

YTO KacaeTca caMmMX KOMMNAaHUN, TO 3KCNepTbl PEKOMEHAYIOT NX PYKOBOACTBY perynspHo
0bHOBNATHL NporpaMMHoe obecrnevyeHmne n NHHOPMMPOBaATL COTPYAHNKOB O TOM, KaKUMIn
cnocobamMn MOLLIEHHMKW MOrYT NONbITaTbCA MAaHUMNYJINPOBATb MU pajun MoJyYeHus
KOoH(pmnaeHumanbHon nHpopMmauun. Kpome tToro, Heobxoammo nHeectnposaTb 5-10%
6rooxxeTa pmpmbl B KMbepbe3onacHOCTb, B 3aBUCMMOCTM OT pa3Mepa 1 CJI0XKHOCTU
NMelLLLEeNCa KOMMNbIOTEPHOW CeTU. TakXKe peKoMeHAyeTCs peryasapHoO npoBepsTb
WH(PaCTPYKTYpy Ha NnpegMeT yA3BMMOCTU, NpUraawasn asas 3Toro 3KCnepTos.



HaunoHanbHbIN LueHTp knbepbesonacHocTn (NCSC) LBenyapmnm HEOAHOKPATHO Ha3biBasl
nporpamMmbl-BbiIMOraTesin 0O4eHb Cepbe3HOoN yrpo3on ansa KoHgpenepaumun. B nepsom
cemecTtpe NCSC nony4ymnn 10 234 coobuieHns o kmbepaTakax, 4TO NoyTn BaBoe 6onblue,
4yeM 3a ToT Xe nepunog 2020-ro, NpmM 3TOM KOJIMYECTBO aTak NMporpamMmm-BbiMoraTesnen
MPaKTUYECKN YyTPOMIoChb - C 32 0o 94, a 4ncno cay4daes puwmnHra Boipocno ¢ 497 no 2439.
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Bym knbepnpectynHocTu B LliBenLapun
B kaHTOHe Bo knbepnupaTtbl onycTowaoT BaHKOBCKME CcYeTa

B LliBenuapnmn BOpYyOT B KNOEPNPOCTPaHCTBE
Y wiBenuapckux napJaMeHTapueB YKPaAnN JANYHbIE OaHHbIE

Y lwBenuapckux npenogaBaTesier YKpaau 3apnaaThl
B LliBenuapnn encTByeT HOBbIN BUPYC-BbIMOraTesb
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