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YacTb 6bIBLUNX BOEHHbIX ByHKepoB LLBenuapumn 6biimn nepeobopynoBaHbl B AaTa-LEHTPLI
pPa3HbIX KOMMaHW, HO ByM B 3TOW chepe y)Ke NpoLlen B CBA3U C 3aeP>XKOW nepecmoTpa
3aKOHa 0 3awmnTe aaHHbIX (LPD).

I

Certains bunkers de I'armée suisse ont été convertis en centres de données de différentes
sociétés, mais |'essor de ce marché est déja passé, en raison du retard pris dans la révision
de la loi sur la protection des données.

Bunkers suisses avec des serveurs

Xopouwiee Hayano

Co BpeMeH BTopoi MnpoBoii BOMHbI B KoH(henepaunm ocTanocb 8 ThiC. MOCTPOEK,
npefHa3sHa4YeHHbIX A1 COEP>XMBAHUA BPa)KeCKOro BTop»xeHus. Yactb Hebonblumnx popTos
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y>Ke HalUJIN HOBbIX BllafesibLieB, Cpean KoTopbix - UpMbl, paboTatowme B chepe 3alinTbl
LMNPOBLIX AaHHbIX. Ha XXeCcTKuUx AncKax, HafeXXHOo CrpsTaHHbIX B nepeobopynoBaHHbIX
ByHKepax, XpaHUTCSA NHpopMaums, NpuHaanexawas 6aHkam, apMaLeBTUYECKNM
rMraHTam 1 TpaHCHaUMOHaNbHbIM Kopriopaunam. Okoo AByx gecsatunetun LLsenyapus
6blNa naeanbHbIM MECTOM A1 XPaHEHUS KOH(PUAEHUMANbHbLIX AaHHbIX: CTabunbHas
nonnTnyeckas obCcTaHOBKa, NepenoBble TEXHOIOMNKN, FrapaHTUS 3allUnTbl - OTKPbITb
H6yHKepbl C cepBepamMm MOXKHO TOJIbKO MO pelleHnio PegepanbHOro cyaa uim
KaHTOHaJIbHOrO CyAbW.

Cpenaun KoMnaHuin, pa3MecTMBLLUNX CBOW AaTa-LeHTpbl B CTapbiX ByHKepax - WBenLapckas
dunpma Artmotion, obecnevmBatoiasn wngppoBaHne gaHHbIX, Protonmail, npegnaratowas
3/1eKTPOHHbIE NMOYTOBbIE ALLMKMN C NOBbILWEHHbLIM YPOBHEM 3awwnTbl, 1 Mount 10, koTopas
Ha3biBaeT cebsa weenyapckum ®opT-Hokcom. Opyrve komnaHum KoHdenepaumm He
yTpy>xaanun ceba obyctponctsom ByHKepoB 1 pa3mecTuam cepeepsl B ropogax. Hanpumep,
SafeHost xpaHuT nHopmauunio B XXeHeBe, 'NaHe n ABaHLue.

HenpuaTHbIA clopnpus

LLIBenuapckoe 3aKOHO4aTeIbCTBO B chepe 3anTbl JaHHbIX CHUTaN0Ch OOHUM U3 JTyHLLINX
B T€YeHMe noyTun 25 neT, a TOoT haKT, 4TO anbnuinckasa pecnybnmka He BxoguT B EC, 6bi1s10
rapaHTUen, 4To MHGOopPMaLNa KINEeHTOB He ByaeT nepefaHa 28 rocygapcTBaM-4ieHaMm
EBpocoto3a. Yncsio 3anpocoB OT pa3HbIX KOMMAHUM, XeslaloWwmnxX XpaHUTb CBOUN JaHHble B
Lisenyapun, pocsio Kaxabln rof, noka B 2018-m B EC He BCTynua B cuny EBponencknm
persnameHT o0 3awmnTe gaHHbiX (RGPD), nono)xeHusa KOToporo oTamyatoTca 6onbluen
CTPOrocCTbto, 4eM nosioxxeHusa LPD.

Kpome ycTapeBLuero 3akKkoHogaTeNnbCTBa, eCTb 1 Apyrasa npobnema. MHpopmMauns B
KoHtenepaunm He 3awmiLieHa OT KpaXKM Ha CTO NPOLLEHTOB He3aBUCMMO OT TOro, rAe OHa
XPaHUTCA: Ha cepBepax B ropoae Win B ropax nof ToJjuen rpaHnTa, 3a 6poHMPOBaHHbLIMU
asepbMun. OgHa U3 CaMbixX Cepbe3HbIX KnbepaTtak bbina coBeplieHa Ha 060POHHbIN KOHLLEPH
Ruag B Mae 2016 roga. OceHbto 2017-ro xakepbl ykpanu gaHHble 800 TbIC. KINEHTOB
Swisscom (MMmeHa, agpeca, HoMmepa TenedoHOB U OaTbl POXXAEHUS).

KTo BopyeT paHHble?

CornacHo ot4yeTy Cyberthreat Handbook, nogrotosneHHOMy aHanINTUKaMnN PPaHLLy3CKOWN
rpynnbl Thales n amepukaHckon KoMmnaHum Verint, B MMpe Hac4YuTbiBaeTcst 66 0OCHOBHbIX
XaKepckux rpynnupoBokK. 49% n3 HUX chOpMMPOBaHbI FrOCyJapCTBaMn UKW MOJTyYatoT
noanep»XKy OT NMPaBUTENbCTB, BbINOJHAKT 3aga4n B obnactm kmbepLinnoHaxa,
pectabunmsaumm nonntTnyeckom ob6CcTaHOBKM N caboTaxka. 26% - «XaKTUBUCTbI», T.e.
XaKepbl, ABUXXMMbIE NOE0SI0OMNMYECKUMIN, PESTIUTNO3HBIMU UN NONNTUYECKMMN
coobparkeHnamm. 20% - knbepnpecTynHUKKU, xenatrouwme 3apaboTatb Ha cBoen UT-
KoMneTeHuun, a 5% - knbepTeppopuUCThI.

LLiBenuapus
CtaTbW Mo Teme

B LliBenuapnmn HegOCTaTOYHO 3alliuULeHbl AaHHbIe MoJib30oBaTenen?
Bce XOTAT ncnosb30oBaTb HalK AaHHbIE, HO KTO ByaeT nx 3awimuiaTtb?
BeTOHHbIN MOHCTP NpocHeTcs 19 magq

Microsoft co3gacT xpaHunuula gaHHbIX B LLIBenuapumn
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