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MeXayHapoaoHbIM KOMNAaHUAM He
xBaTaeT umdposomn besonacHocTu | Les
entreprises internationales manquent
sécurité digitale
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[0eBATb N3 AECATU KOMMaHUN He CYMTAIOT, YTO UCMOSb3yeMas UMM CTPYKTypa
6e30MacHOCTM AaHHbIX MOJIHOCTbLIO COOTBETCTBYET UX TpeboBaHUSAM, a CEMb U3 OECATHU
YTBEPXKAAIOT, 4TO ux 6rog)xeT Ha kKnbepbesonacHOCTb crieayeT YBENNYNTb. TaKOBbI
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pe3ynbTaTbl NOC/AeAHEero NCCnefoBaHNs KOHCANTUHIOBOW U ayOUTOPCKON KoMnaHuu EY.

I

Neuf entreprises sur dix ne croient pas que la structure de sécurité de données qu'’ils
utilisent réponde pleinement aux leurs besoins et sept sur dix affirment que leur budget de
la cybersécurité devrait étre augmenté, selon la derniere étude du cabinet d'audit et de
conseil EY.

Les entreprises internationales manquent sécurité digitale

OnybnmkoBaHHbIN Ha 3TON Hegene Aoknapg nod HassaHmeM «Creating trust in the digital
world» («Co3naBas nosepue B LMGPPOBOM MUPE») OCHOBAH Ha TPAAUNLMOHHOM eXerogHOoM
nccnenoBaHUM Ha TeMy MHGOpMaLMoHHONM B6e3onacHOCTKU, KoTopoe EY npoBoanT okoso 20
neT. Ha 3TOT pa3 B HEM MPUHAAN y4acTne 1755 komnaHum n3 67 cTpaH Mupa, BKJO4Yas
Lsenyaputo. HanomHuM, 4T0 B KOHheaepaumm ToXKe He MOHAC/bILWKE 3HAaKOMbIl C 3TON
npobnemon, 0 4em Bbl MOXKeTe noapobHee NpoynTaTh B CTaTbe «Hawewn Masetsbl.ch». Mpn
3TOM LUBENLLAPCKMe cneycny>xbbl B 3TOM roay Hassaau 6opbby ¢ KnbepnpecCTynHOCTbIO
oOHOW 13 Hanbosiee NPUOPUTETHbLIX 3a4au.

KnbepbesonacHocTb - 6osblue 4eM NpocTo NpobreMa TEXHONIOrMYECKOro XxapakTepa,
MOCKOJIbKY KacaeTCs BCeX YPOBHEN CyLLeCTBOBaHUSA Bn3Heca. ATakn XxakepoB CTaHOBATCSA
BCce 6onee nsouwpeHHbIMU, 1 Bopbba C HUMK TpebyeT AONONHUTENbHLIX YCUAUNA. B uenom,
KaK CBUAOETEeNbCTBYIOT pe3yibTaThl nocnegHero nccnenosanms EY, 88% KpynHbix
MeXAYHapOAHbIX KOMMAaHNM He YyBCTBYIOT cebs B NosiHOM 6e30nacHOCTU C
WH(OPMALNOHHBIMU TEXHOJIOTNAMU, KOTOPbIE MMEITCSA B UX PACTOPSIXKEHNN.

Mpwn 3TOM 36% pecnoHOeHTOB NPU3HAIOTCA, YTO NOPON HeCcnoCcobHbl faxke onpeaenunTb,
4YTO Nonasaun Nopg AencTBMe Kakon-HMbyab cBepxcoBepLueHHON KnbepaTtakn. OgHaKko, no
CpaBHeHuto ¢ pesynbTaTtamm 2014 roga, Ux 409 CyweCTBEHHO YMeHbLnNach: Toraa
YBEPEHHOCTbIO YCTAaHOBUTb HapyLleHne cobCTBEHHON NMHOPMaLMOHHON 6e30MacHOCTN He
bpanncek 54% y4aCTHMKOB NCCienoBaHuS.

HecmoTps Ha nMewmnnca nporpecc, pecnoHaeHTol EY He ynyckatoT 13 Buay, 4To n
MPEeCTYNHUKN He CTOAT Ha MecTe. A No3ToMy 69% Yy4aCTHMKOB UccienoBaHus ybexxaeHsbl:
6lo4>KeT nx KOMNaHUM Ha COBEPLUEHCTBOBaHME 3aWnTbl B knbepnpocTpaHCcTBe cnenyeT
YBeJIN4YNTb He MeHblle, 4eM Ha 50%.

KTO »Ke CTOUT 3a He3aKOHHbIMU MPOHMKHOBEHUSAMM B Ba3bl aHHbIX, yTEYKON MHGPOPpMaLnn,
BUPYCaMMn, HepBAMU U APYrUMU BUOAMN NOKYLLUEHU Ha cucTeMbl be3onacHocTu? Mo
AaHHbIM EY, B 601bLWINHCTBE C/y4YaeB 3TUM 3aHUMAOTCA KPUMUHA/IbHbIE OpraHn3aunm
(59%). Ha BTOpOM MecTe - caMn COTPYAHUKN (56%), 3a KOTOPbLIMU CNEeAYT «XaKTUBUCTbI»
(OT CAMAHNSA CNOB «XaKep» U «aKTUBUCT»), NCNOJIb3YOWMNE KOMMNbIOTEPHbIE CETU AN
MPOABMXEHUA NONNTUYECKMX naen. Halle Bcero Takme encTems coBepllatoTCcs noa
no3yHramm ceobopbl CN10Ba, 3alMThl NMpaB YesioBeka n obecnevyeHns ceoboabl
MHGopMaunmn. Ha Aonto «XakTUBUCTOB» npuxoanTcs 54% knbep-aTak.

He nocnenHee MecTo B 3TOM CMUCKE 3aHMMAOT U FPYNNUPOBKU, UMetoLLne
rocynapcTBeHHY0 noanepxky (35%). Ux nons Bbipocaa Ha 6 MPOUEHTHbLIX MYHKTOB MO
cpaBHeHuto ¢ 2014 rogom. BrnipoyeM, KpMUHasbHbIE OPraHn3aUnmn N «XaKTUBUCTbI» TOXe
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YCNNnInm aKTUBHOCTb, MO HabnoaeHnam YH4aCTHUKOB nccnenoBaHnM4.

MpumMmeyaTenbHo, 4To Hanbosiee BEPOSTHLIN UCTOYHMK aTaK MOXKET MEHATbLCSH B
3aBUCUMOCTU OT Cchepbl eATeNnbHOCTU. Tak, Cpean NponsBoanTesnen n NpoaaBLOB
TOBapPOB MAaccoBOro notpebneHns npmyYnHa HapylweHnsa KnbepbesonacHOCTU KOMMNAHNN B
61% cny4aeB KpoeTcs B NoBeAeHnn ee coO6CTBEHHbIX COTPYOHMNKOB.

«KoMnaHum ¢ 60sbLwLINM 3HTY31Ma3MOM obpalaTca K «LNpPPOBOMY MUPY», HO NPU 3TOM UM
NPUXOANTCA C BO3pacTaloLen pelnTesbHOCTbIO MPOTUBOCTOATL BCe BoJsiee coBepLUeHHbIM
aTakaM. He cnepyeT npeHebperaTb UM HEAOOLEHMBATb NOTEHLMAJIbHbIE PUCKN
KOMMbIOTEPHbIX aTaK N HY>XHO 60JibLLe KOHLEHTPUPOoBaTbLCA Ha obecnevyeHnmn
knbepbesonacHoCcTu, Aenas HeobxognMblie NHBECTULNN. EAMHCTBEHHbIN cnocob caenaTtb
«UNPPOBOM MUP» OENCTBUTENBbHO pabo4ynM N HafeXXHbIM - aTb BO3MOXHOCTb
opraHm3aumsam 3awmwaTtb cebsa, CBOUX KJIMEHTOB M CO3A4aTb aTMochepy AoBepus BOKPYr
cobcTBEeHHOM Mapku», - cyuTaeT Mapkyc Tomac LLBanuep, BO3riaBnsowmnm
noapasgeneHune EY no Nepmanuu, LWWeenuapum n ABCTpun.

Oob6aBunm, 410 NO cpaBHeHUtO € 2014 roaoM, YH4aCTHMUKM NCCNenoBaHMA CTaan YyBCTBOBATb
cebsa MeHee ys3BMMbIMU nepes HEBHUMATESIbHbIMU COTPYOHUKaMN, HEBOJIbHO BblAAOLWLMMN
«MH(OPMALMNOHHbIE CEKPETbI» KOMMNAHUN, N YyCTapeBLWNMN cncTeMamm 6e€30nNacHOCTH, 4TO
CBUAeTeNbCTBYET O MOBbILLEHUN 3HAYEeHUS, KOTopoe cerofHsa npupaeTcsa 3awmTte oT
kmnbepnpecTtynHmnkos. B 2015-M oCcHOBHas 0NacHOCTb, MO OLEHKe akcnepToB EY, ncxoant
OT PULLIMHIa U BPELOHOCHbLIX MPOrpamMm.

«KnbepbesonacHocTb cama no cebe ABNAeTCSA CPeACTBOM 3aLNTbI, HO KOMMNAHUN He
NOJIKHbI AOXNAATLCA, KOrAa CTaHYyT XepTBaMu. IM cnefnyeT 3aHATb MNO3ULUI0 «aKTUBHOMN
3alUNTbl», CO34aB NPOrpeccMBHbIE LEHTPbI yrpaBsieHna 6e30nacHOCTbIO, KOTOpble CMOryT
NOEHTUPULMNPOBATL MOTEHLMAIbHbLIX MNPATOB U NMpPOoaHaNn3npoBaTh, OLLEHUTb U
HeNnTpann3oBaTb yrpo3bl 4O TOro, Kak byaeT HaHeceH yuwepb», - nog4yepkmnsaeT ToM
WLIMMAT, napTHep WwBenuapckoro otaeneHns EY B cpepe MHaAHCOBbLIX YCyr U
knbepbesonacHoCcTn. OLeHUTb 3PPEKTUBHOCTb 3TOM0 COBETA Mbl CMOXEM YXKe Yepes rog,
Korga BblMeT HOBOE UCcnefoBaHMe Ha 3Ty Xe TeMmy.

knbepnpecTynHoOCTb

knbepbe3onacHOCTb

KTO Yalle B3/1aMblBAET CANThI

knbepbezonacHOCTb

CTtaTbu no Teme

Dxunxannim, YkpanHa n knbepbe3onacHOCTb B LIEHTPE BHUMAHUS LIBENLLAPCKNX
cneucnyx6

MpokypaTypa KoHdenepalmnm aTakyeT MOLWEHHUYECTBO C KPEAUTHbLIMW KapTaMmn
Bym knbepnpecTtynHocTu B LlIBenuapumn
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