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B KaHTOHe BOo Kkubepnuparsl
onycTtowalT baHKoOBCKue cyeTa | Les
cyberpirates vident les comptes
bancaires dans le canton de Vaud
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Monuuwnsa KaHToHa Bo coobuwinna, 4To B TevyeHme nocneaHnx Heagenb 6binn nosiy4yeHnbl
MHOIO4YnCJIeEHHbIE CUTHAJIbl O MNPATCKMUX aTaKaX Ha baHKOBCKME CcYeTa, npnHagnexxatlne
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KOMMaHMAM 13 chepbl Manoro n cpegHero busHeca, a TakXxe YaCTHbIM LaM.
Police cantonale vaudoise a annoncé que plusieurs cas de piratages sur des comptes
bancaires de PME et de privés ont été recensés ces dernieres semaines.

Les cyberpirates vident les comptes bancaires dans le canton de Vaud

B nocnenHee Bpemsa BoAya3cKas NoONLNSA 3aperncTpupoBasa 3Ha4YnTesibHbI POCT YMucna
»anob ot noctpagaswux. NonyvyeHne gocTtyna K cyetam B baHkax PomaHackon
LLiBernuapum NponNCxXoanT No 0OONHAKOBOMY CLIEHAPUIO. 3/I0YMbILLUNEHHUKN NPUCbIIaloT
CBOEW XXepTBe NUCbMO, coaepiKallee CCblIJIKY Ha 3aapXUBMPOBAHHYIO Marky ¢
pacwmpeHnem zip. Ckavas ee 1 3anyCTUB 3apa>KeHHbIN (a1, nosib3oBaTeslb OTKPbIBaeT
MOLLUEHHWKaM JOCTyn K CBOeMy KoMmmbtloTepy. lNocnegHue He ToNbko cobupatoT
nHpopMaumnio 0 6aHKOBCKMX AaHHbIX, HO U COXPaHAIOT CMNCOK KOHTaKTOB, paclmpss
Takum 06pasoM Kpyr NOTEHLUMASIbHbIX «KJINEHTOB.

Ncnonb3ys Xopowo N3BECTHY TEXHUKY «(ULLWHIa», NpaTbl, 6asupyowmecs 3a
rpaHuLEen, HanpaBAsT LOBEPYMBLIM BNagesbLaM CHETOB B WWIBeNULapCcKnx baHkax nmcbma,
MPUKPbIBAACb MMEHaMWN XOPOLLO N3BECTHbIX KOMMaHn. Kak 4acTo bbiBaeT B TakKux
CNy4qasnXx, XXepTBbl MOLLUEHHUKOB HM O 4YeM He AorajblBasMCb 40 NOCAegHero MoOMeHTa, Nnoka
He obHapy>uBasn B 6aHKOBCKUX BbIMNCKaX NOA03pUTENbHbIE CNMCaHMA. Yale Bcero
BUPYCHbIE MNCbMa COAep)Xan CCblJIKY, KOTopas aKobbl MO3BONSET MPOCMOTPETh (hakKc,
OTNpaBJIEHHbIN BNagenbly c4eTa. A Ha cCaMOM fesie OA4HUM KJINKOM MbILWW NOJib30BaTesNn
3anyckasn CKadymBaHMe 3apa’keHHoro apxmea. Npun 3ToM, fa>ke OTKPbIB ero, OHU He
AoragblBasNCh, YTO YCTAHOBJIEHHbIA NPU MOMOLLKN «TPOSHCKOr0O BUpYyCa» LWMNMNOHCKUN e-
banking Ha4YnHan cobmnpaTb NMHPOPMaALMIO U pacnopsXKaTbCa Ux cbepexeHnamu.

3aKpenuBLWMNCb TakKMM cnocobom B KOMMNbIOTEPE, NMPaTbl MOrYT MOJYYUTb AOCTYM KO BCEM
napossaMm u npodunam aneKTpoHHoro baHKMHra Bragensua, npeaynpexxgaeT Bogyasckas
nonnuymsa. Co cHeTa HMUYEro He NOA03PEBAOLLEN XKEPTBbI CMNCLIBAOTCA KPYr/ble CyMMbl -
HeOaBHO OHA U3 MEeJIKUX KOMMaHU coobLynia, 4To ele akTuBbl «obnerynancb» bonee
yeMm Ha 100 ThicaY (hpaHKoB. [lpyrve npencrtaBuTes M Manoro u cpegHero bmusHeca, a
TakK>XXe YacTHble nuua 6b1n orpabneHbl Ha 6onee CKPOMHbIE CYMMBbI.

B cBA3M C 3TUM nonmumna KaHToHa Bo HanoMMHaeT HECKOJIbKO MPOCTbIX NpaBwuJl, KOTopble
no3BonAaT nibexxaTb BCTpe4n C BUpTYaJZibHbIMN MOLLUEHHUKaMW:

- HE CcneayeT BCeLEeNO AOBEPATb 3J'IeKTp0HHOIZ no4yTe, gaxe I'IOJ'Iy‘-IeHHOIZ OT 3HaKOMOW BaM
KOMMaHWnn; ny4dwe nepe3BoHNTb OTNPaBUTENO U NMPOBEPUTL, KaK Ha CaMOM Aene obcToAT
nena,

- ybeaomTbCs B TOM, YTO Ha KOMMbIOTEPE YCTAaHOBJIEHA NOCNEeAHSAS BEPCUA aHTUBUPYCA;
perynsipHo aHanM3npoBaTb pe3ybTaTbl ero paboTsl;

- COXPaHATb AaHHble Ha OPYrux HOCUTENSX MHopMaLny,;



- CJ/IN NpY BbINOJIHEHNN KAaKOW-TnbOo onepaunm n3 CBoero BMpTyasbHOro 6aHKOBCKOro
kabunHeTa Bbl yBUONTE HAaANUCb «B HacToswWwee BpeMs e-banking HepocTyneH», cnepyet
HeMe[JIeHHO CBA3aTbCsa € BaHKOM ANA NoNyYeHUa fasibHENWNX NHCTPYKL WA,
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AKTMBHOCTb BUpycHown nporpammbl DYRE B LLBenuapun

HobaBuM, 4TO COTPYOHUKN LleHTpa perncrpauvinm n aHaavsa aas 3alnThl
MHOPMaLMOHHbIX AaHHbIX (MELANI) ewe B peBpane coobimnm o Bcnsaecke cryvaes
3apakeHnsa «TPOAHCKMM BUPYCOM» Yyepes crnaM. TeMbl MMCeM B paccCbljike, Kak Npasuio,
coaoep>xaT Haanucb «Fax message has been receive» (KkcTaTu, rpaMMaTUYeCKME n
opdorpadumnyeckmne owmnbKn - «PUPMEHHbLIN 3HaAK» PULLMNHIOBbIX aTakK, KOTOPbIN A0JIKEH
HaCTOPOXXUTb BHUMATENbLHOIr0O NoJjib3oBaTens). Mpn 3ToM NMMCbMO NMPUXOAUT He oT 60ToB-
OBOMHWKOB, KakK 3TO 4acTo ObiBaeT, a OT HacTosALLEeNn KOMNaHUN, Yein npodusb
3/10yMbILWJIEHHUKWX B3JIOMaiM paHee.

Ha ynouky knbepnupaTtos, no gaHHeiMm MELANI, HegaBHO rnonasa ogHa KOMMNaHUsa us
®pubypra, nmwmsLasca 6onee MmuasinoHa ppaHkKoB. B TeyeHne nocnegHUx Mmecsues HOBas
TposHCKasa nporpamma Dyre exxeflHEBHO MPOHUKaET B COTHU YCTPOMUCTB MO BCEN
LLsenuapun. No3TOMy, €C/in XOTUTE COXPaHUTb CBOU cOepexxeHns, CTOUT yCUAnTb
6oMTeNbHOCTb. Kak crnpaBeasiMBo 3aMeTus1 OAMH XOPOLIO U3BECTHbIN HalMM YnTaTensam
MepcoHax, «BepuUTb B Halle BpeMs Heslb3 HUKOMY».

KypCa aHKa K €BPO

duwInHr
NOJINTUKA HauMoHabHOro 6aHKa LWBenuapum
baHku B LlIBenuapun

knbepbe3onacHOCTb
CtaTbn no Teme

MpokypaTypa KoHdbegepaunum atakyeT MOLLIEHHNYECTBO C KPEAUTHLIMU KapTaMu
LliBerUapckoe opy>Xue NpoTuB NMPaToB
BHuMaHue! MoweHHnYecTBo C BaHKOBCKUMU KapTaMu

B LliBenlapnmn pacTteT YNC0 IKOHOMUYECKUX NPEeCcTYNAeHNIN
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