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KubepLwnuoHbl «KpacHoro okraops»
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«Opération Octobre rouge»: des
cyberespions ont attaqué les
ambassades en Suisse
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CoTpyaHukn "Nlabopatopumn Kacnepckoro" B Mockse (© alternet.org)
Kak MMHMMYM Ha NMPOTSXXEHUN NATU feT NpecTyNHUKN BOPOBaIN MHOPMALMIO Y
NMpPaBUTENIbCTBEHHbLIX CTPYKTYP pa3HbiX cTpaH. Mo cnoBam akcnepTa «JlabopaTopun
Kacnepckoro», Hanbonblwmn HenerasbHbI TpauK OaHHbIX Wen 13 Lsenuapun.
|
Les pirates sont parvenus a infiltrer des représentations diplomatiques pour y dérober les
documents. Parmi les 69 pays visés, la Suisse est le plus touchée selon les sources Le Matin
Dimanche.
«Opération Octobre rouge»: des cyberespions ont attaqué les ambassades en Suisse

Kak cTano n3eecTtHo 14 aHBapsa n3 obHapoa40BaHHOIMO OTYeTa UCCNEeA0BaTENbCKOro LeHTpa
«JlabopaTopusa Kacnepckoro», akcnepTbl B 06/1aCTn KOMNbOTEPHON Be3onacHOCTHn
BCKPbIIN MacWTabHYIO LUMNMOHCKYIO CETb, KOTOPOW Aasin Ha3BaHne «KpacHbI OKTSA6pb». B
TeYyeHne HEeCKOJIbKUX JIeT ee YJieHbl HenlerasbHO NoJlyyasun Yepes MHTepHeT AoCTyn K
MH(OPMaLNM C COTEH KOMMbIOTEPOB AUMNJIOMAaTUYECKUX NMPeACcTaBUTESNbCTB,
rocy4YypexxaeHnn n nccnenoBaTenbCKUX NHCTUTYTOB NO BCeMy Mupy. LLIBenuapusa ctana
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0OHOW 13 69 CTpaH, 3aTPOHYTbIX 3TON KnbepaTakon.

Ma3eTa Le Matin Dimanche npuBena KOMMeHTapuu BegyLiero akcnepTa no 6e3onacHocTun
«JlabopaTopun Kacnepckoro» KoctuHa Pato. Mo ero cnosam, nnupaTbl CKayYaan COTHM ThbICAY
rurabanToB nHpopmaunmn. «KNmK Mol Ha JOKyMeHT Word, NpuKpenieHHbIN K e-Manny -
1 BOT OTKpbIBaeTcsa 6e30bugHoe obbsasneHue: «MpoaaeTcs aBToMobUIb ANa COTPYLAHUKOB
AvnaoMaTu4yeckux npeacTtaBuTenbCTB, YyepHasa «Masna» 1998 rona Bbinycka, npober 145
000 kKM, B NpeBOCXOAHOM COCTOAHUN». [ToKa pabOTHMK NOCO/ILCTBA YNTAET 3TU CTPOYKMN,
BUPYC y>Ke 3arpy3unsics B ero KOMMnbloTep, CBA3bIBasA €ro Co LWNMNOHCKMM CEPBEPOM».

PyTuHHasa paboTa 6bICTpPO NpeBpaTuiachk B Cepbe3Hoe paccsiefoBaHne, N TyT IKCNepThl
Kacnepckoro CTONKHY/INCh € nofobrvemM cknagHoro LWBenLapCckoro HoxXa A1 Xakepos,
nuweT Le Matin Dimanche. «Mbl ngeHTudunumposann 6onee 1000 mogynen, Kotopbie
MOryT 6bITb MCNOSIb30BaHbl B 3aBUCUMOCTN OT HaAoObHOCTM», - UMTUPYET raseTa cjioBa
KocTunHa Pato. Hanpumep, 3Tn Moay/iv rno3Boas/iN OTbiCKaTb OOKYMeHTbl B oopMaTe PDF,
Word nnn Excel, nogknio4aTbCa K ICTOPUN NMOUCKOB B UHTEPHETE U 3aperncTpmpoBaThb BCe,
4YTO NoJsib3oBaTesib Habupan Ha KnasuaType.

B 4yncne y>xe ngeHTMpnuUmMpoBaHHbIX XXePTB XakKepoB - NOCOJIbCTBA, NMPaBUTENIbCTBEHHbIE
areHTCcTBa N apMum 69 ctpaH. OCHOBHaA LeNb BbIFSAUT Kak »XenaHue cobpaTb
CeKpeTHble AOKYMEHTbI N reornosinTUYeCKne AaHHbIe.

Operation “Red October”

Victims of advanced cyber-espionage network
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MupaTbl 3apeructpuposanu 6onee 60 nomeHoB B ABCTpuK, FepmaHnn n Poccun,
nepenasas Yyepes HUX nHGopmauuto. NMpasaa, 3a NocsefHNe MecsLbl OHU BO306HOBUN
aboHEeMeHTbl TONIbKO ANA WecTu n3 HuX. «JlabopaTopua Kacnepckoro» BOCrMosb30oBasiacb
3TUM N BbIKyMNua Te, 4To 6osblLUe He NCMOb30BaNCh, YTODBbI N3BNEYb N3 HUX



MHopMaL Mo, MOCTYMaBLUY OT 3apa>KeHHbIX KOMMNbOTEPOB. «Mbl Mmoay4mnnm goctyn
rnpuMepHo K 10% Tpaduka», - nosacHWI KocTuH Pato. K ero yansneHuio, U3 TbiCAY
MOAKJ/IIOYEHWI, 3aperncTpupoBaHHbIX Mexnay 2 Hosbpsa 2012 roga n 10 aHBaps 2013 roaa,
20% 6binn coenaHbl 13 LWWBenuapun. 3Ta nponopuns aenaet Lsenuaputo Hanbonee
3aTpoHyTON «KpacHbIM oKTSi6peM» cTpaHoNn, 3a Hen cneayeT KasaxcTaH (15%).

YacTo cTaHOBUAUCH Lenbio kubepaTak Poccusa n AsepbanixaH. 3apa>KeHHble KOMMNbIoTepbl
Haxogounncb B cTpaHax buiBwero CCCP, Ho Tak>ke n B cTpaHax EBponbl, BanxxHero n
CpegHero BocTokKa.

«JlabopaTopusa Kacnepckoro» nepegana LBenLapckum BaacTam agpeca IP xxepTs
LWNMoHa)ka y>xe B Hosbpe. «HaCcKonbKo HaM ceroaHsa N3BecTHO, 6blIM 3aTPOHYThl TONLKO
WHOCTPaHHble NpeAcTaBUTENbCTBA, Haxoasuwumecs B LBenuapum», - nosicHUN rasete Le
Matin MNMbep-AneH dnb4nHrep, cnukep depepasibHOro genapTtameHTa MHOCTPaHHbIX Aen. -
Y Hac HeT cBeeHNI 0 WBEeNLapCKNX npencTtaBuTesibCTBaxX N KOMMaHUAX, KOTopble
rnocTpaganu B pe3ysibTaTe 3TON aTaku».

®epepasibHbI aHAINTUYECKUIA LeHTpP rno 6besonacHoCcTu nHgpopmaumm MELANI npuwen K
TOMY e BbiBOAY. «Cenyac Mbl NnpeayrnpexnaemM Tex, Koro 3To KacaeTcs, 4Tobbl OHU
MPUHAAN HeobxoanMble Mepbl», - MPOKOMMEHTUPOBas aHannTuk MELANI Maypo BuHbATw.

CneuvanuncTtbl n3 «Jlabopatopun Kacnepckoro» He cMornin gobpaTbCs 40 MCTOKOB aTakW.
«Mbl 0BHapy>XNNK 3aWNppPOBaAHHBLIMUK B KOAE BMPYCa C/I0Ba U3 PYCCKOro apro, 4To
HaTaJIKMBaeT Ha NPennosIoXKEHNS, YTO aTaka NOeT U3 CTPaH, rge NCNoJb3YIT PYCCKUN
A3bIK», - KOHCTaTMpoBan Palo.

«2TO He roBOpuUT O TOM, YTO OpraHbl rocyfapCcTBEHHOW BAacTn Poccun cBa3aHbl CO
LINMOHaXKeM, BO MHOXXeCTBe CTpaH paboTatloT ropopsLLmne No-pyccku NporpamMMncCTbl», -
OTMeTUN elle OAVH aHaNNTUK, 3amMecTuTeslb AnpekTopa UeHTpa rnobanbHbix
nccnenoBaHMM U aHanmsa yrpos «Jlabopatopun Kacnepckoro» MaHryc Kanbkyn ans
WHOPMaLMOHHOIo areHTCcTBa dpa.

A BOT WWIBENLUAPCKNIN 3KcNepT Maypo BUHBATN CYMTaET, 4TO «O4EHb BEPOSATHO, Y NCTOKOB
«KpacHoro okTabps» CToUT Kakoe-nbo npaBuTeNbCTBO». Pa3Max U CNOXKHOCTb Aena
ncknoYdatoT paboTy nobutenen.

Cneynanncrtam «JlabopaTopum Kacnepckoro» noka He yaanocb 0bHapyXnTb
MeCTOMNoJI0XKeHne OCHOBHOI0 cepBepa CeTn, Ha KOTOPbIW Hanpaesifsiacb BCA NOJly4YeHHas
nHgpopmauymsa. C MoMeHTa, Korga onepaumnsa «KpacHbln okTa6pb» 6blna NnpenaHa
rNacHOCTW, NMMpPaThl 3aKPbIJIN CBOUN CepBepPbl U NMpepBasin CBA3b C XXepTBaMu. BO3MOXXHOCTb
nobpaTbCa [0 HUX elle CuibHee yMeHbLunnach...
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