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LLIBenuapus - NnakoMbln Kycodek Knbep-nnpaTtoB, HO TpyaHOAOCTYNHbIN (Keystone)
ATakKn MOLLUEHHNKOB Ha 6a3bl AaHHbIX MPABUTENIbCTBEHHbIX U (PUHAHCOBBLIX YYpexxaeHuin
CTaHOBATCS BCe Yalle u onacHee. CTpaHa 6aHKOB C OrPOMHbIM KOJIM4ECTBOM LLEHHON
MHopMaunn B LMPPOBOM BUAE - OHA U3 CaMbIX NMPUBJIEKATENbHbIX Liesien Knbep-
nMpaToB.
I
Les attaques de pirates informatiques contre des systemes et des données sensibles sont le
revers de la mise en réseau numérique toujours plus dense. La Suisse n’est pas épargnée.
Sa place financiere importante en fait méme une cible privilégiée de la cybercriminalité.
Une Suisse "piratée"

CeTb UNDPOBbLIX 6a3 AaHHbLIX B MUPE MNOCTOSAHHO paclumnpseTcs. NpaBUTenbCTBA,
MUHUCTEPCTBA, MeXXAYHAPO4Hble OpraHm3aumnm n 6aHkn Bce Yalle npeanoynTaoT
KOOMPOBaTb MH(POPMALIMIO N XPaHUTb ee B 3/1IeKTPOHHOM Buae. O60poTHaA CTOPOHa
Melanun - yHallaloTca aTaku XaKepCKUx rpynnmpoBOK, pacTeT KOJIMYeCTBO MaxuHauuin ¢
thrHaHcamMm B UHTepHETe, Kpa)Xk CEKPETHbLIX Aenell U NPoYMX BUPTYasibHbIX
MOLLEHHMYEeCKMX onepaumii. LLBenuapus co CBOUM NPUBUJIErMPOBAHHbBIM MOJIOXKEHNEM B
Mupe 6aHKOB - JTAKOMbI KyCOYeK OJia NMMpaToB BcemupHon ceTu.
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B okTaA6pe 2009 roaa xakepbl aTakoBaan MHPOPMaLMOHHYIO Bba3y denepanbHOro
MWUHUCTEPCTBa MHOCTPaHHbIX aesn. B Hos6pe 2010 HanageHUsM NoABeprincb CanThl
yeTblpex rNaBHbIX NOANTUYECKUX MapTuin KoHdenepaunn. B nekabpe npownoro roga
MULLIEHBLIO NMPATOB CTas No4ToBbIN 6aHK PostFinance, 4yepes KoTopbI 6BONLLWIMHCTBO
KOMMaHUW, YY4PEeXAEHUN U YaCTHbIX NN, NPOBOAAT (PMHAHCOBLIE onepaunn: 1,2 MnnanoHa
KJINEHTOB HE CMOI /I MOAKJIIOYUTBLCA K CACTEME U CBOUM CHeTaM.

B dheBpane KoHenepaunsa Ha HeCKONIbKO Hedenb 3absokmpoBana AOCTYMN K perucTpy
onnaTbl KBOT Ha NapHUKOBbLIE ra3bl: B cucteme 6e3onacHocTn 6asbl, rae XxpaHATcs
pa3pelleHns Ha «BbIXJ10Mbl» 06Len CTOMMOCTbIO 0KOJ1I0 4 MUNAnapaos paHKoB, 6bin
HangeH Hekun «npoben», cnocobHbIN 0bnerYnTb A4ENCTBUA KPUMUHANbHBLIM
rpynnMpoBKaM.

B cBeTe HepaBHUX kKubep-aTak, oupekTop LleHTpa perncrpaumm v aHaamsa a4 3alunTbl
MHpopMaynoHHbIX aaHHbIX (MELANI) Mackanb Jlamua gan nHtepsblo LLiBenyapckomy
TenerpaHoMy areHTCTBY ATS, B KOTOPOM OTMETWUJ1, 4HTO KOJINYECTBO HanageHnn
BUPTYasibHbIX MMPATOB B NocsiegHee BpeMs He YBENYNIOChL, MPOCTO O HUX CTann bonblLue
roBOpUTb. «HeT HMKakon HeobxoaAmMmMoCTK coobLlaTb O HUX, HO, Y4MUTbIBas MaclwuTab
HEKOTOpbIX, Y MPEeAnPUATUNA U TOCYyAapPCTBEHHbIX yYpexxaeHnn He 6b110 nHoro sbibopa,
yeMm obHapoOoBaTh CayymMBLUEECs», - 06bACHMA rocnognH Jlamua.

B To e Bpewms, B FepMaHuu, HanpuMmep, Biopo no nHgpopmaumnoHHon 6esonacHOCTH
PErncTpupyeT eXxXelHEeBHO YeThbipe-NaTh aTak Knbep-nmpaToB Ha 6a3bl AAaHHbLIX
npaBMTeNbCTBa. LLBenuapns nonobHoro cyeTa He BeET, HO, yTBepXXaaeT MNackanb
JlamMmua, KoIM4YeCcTBO HanaeHnin Ha ee roCydapCTBEHHbIE CaTbl AOJIXKHO ObITb NPMMEPHO
TaKuM Xe, KaK Y CEBEPHOro coceja.

OnpekTop MELANI nog4yepkHy, 4To ntobas cncteMa B NPUHLKMNE MOXET CTaTb 06bEKTOM
XaKepoB unm nHhpopMmaunoHHOro caboTtaka, ecnm y Hanagalwmx 4OCTaTOYHO MOTUBaL MK
N CpeacTB. Apyrumm cnoBamm, B Kaxxayto 6a3sy OaHHbIX MOXXHO MPOHUKHYTb, pacrnofaras
HeobxoQMMbIM KOIMYECTBOM BpeMeHU N geHer Ha B3aoM. Camo cobon pasymeeTcs, B
rnocsiegHee BpeMs cUTyauunsa yxygwmnacb. bnarogaps cBoemMy nosioXXeHuto B PUHaAaHCOBOM
Mupe, LLBenuapna - 0encTBUTENIbHO BOXAeJ/IeHHas Lesib MOLLEeHHUKOB, HO, OKa3blBaeTCH,
TpyoHoOooOCTUMXMUMas, 0bbacHN ATS KaHana BroecT, cneunannucT No 3awmTamM oT BUPYCOB
npomnsBognTens nporpaMmMHoro obecnevyeHmnsa Symantec. [leso B TOM, 4TO B
KoHtenepaunmn ctaHgapTbl MHPOPMaLMOHHON 6e30NacHOCTM ropasao Bbille, YeM B
APYrux cTpaHax, 4To obeckypa>kmpaeT MHOMMX NMPaTOB.

«Knbep-nmpaTcTBO - rnobanbHbln «busHec», - 3amevaeT KaHaunpg BroepcT. - U
6O0NbLINHCTBO MOLLUEHHNKOB UCMbIThIBAIOT yAa4dy Ha MeHee 3aluuLleHHbIX baHKax,
HanpuMmep, Tex, YTO NOoJIb3YTCHA cucTeMamMmm 6e30NacHOCTN CO CTaHAAPTHbLIMU,
HEN3MeHSEeMbIMU MapoNaAMm».

HecmoTps Ha BbiCOKMe TpeboBaHUsA K cnctemam b6esonacHocTw, Leenuapus B 6avxkanem
byayLieM nnaHMpyeT BOOPYXUTbCA NPOTUB BUPTYasibHbIX NMPATOB eLle 0OHON aHTU-
XaKepcKom nporpammon AencTemnm, non HassaHnem «Cyber Defense». ®enepanbHbivl cOBET
co3pgan crneymanbHyto paboyyto rpynny no paspaboTke cTpaTterum B aekabpe, nnaH byget
YTOYHEH 1 nMpeacTaBJ/ieH K KOHLY 3TOro roaa.

«LleHTpanbHbIM NYHKTOM MporpaMmbl CTaHET onpeaesieHmne cTpaTermm coTpyaHnyecTBa
Mexny KoHdenepaumen n snagenbuamm ocobo 4yBCTBUTENbHbIX 6a3 AaHHbIX», -



obbAcCHMAN NpeacTaBuTens PefepasnbHoOro genaptameHTa ob6opoHbl (DDPS) areHTCcTBY ATS.
B HacTosLWee BpeMs BeoyTCH nMeperoBopbl C NpeacTaBUTeNs IMN CEKTOPOB IHEPreTuKHy,
(pnHaHCOB, TEIEKOMMYHUKALIMOHHbBIX CUCTEM, 4TObBbI onpeaennTb MecTa N TaKTUKY
060pOHUTENbHbIX OENCTBUIA, HO AeTann npoekTa DDPS xpaHUT B TalHe.

OpnHoBpeMeHHOo LleHTp peructpaunm n aHannsa gns 3awmTtbl MHOOPMaLNUOHHbBIX OaHHbIX
MELANI ncnonHsieT posib «MoXapHom» cnyxbbl B cnydyae knbep-ataku. Kak 3ameTun
MNackanb Jlamna, NpogeccrmoHalibHble Xakepbl BCerga cnocobHbl BbIMrpaTb BpeMs, U
CUTyaumsa B CKOPOM BpeEMEHU KapAuHasibHO He n3MeHuTca. Kanaug BroecT 6onee
ONTUMUCTUYHO CMOTPUT Ha BELUW: MO ero MHeHuto, bopbba NpoTnB KMbep-nNMpaTos, XOTA ”
TpyaHoe, HO He Be3HageXxHoe aeno.

Ons GMHAHCOBLIX YYpPEXAEHNN N NPAaBUTENbCTB 3allMTa AaHHbIX MHOrOa AEeNCTBUTENbHO
HanoMuHaeT 60pbby C BETPSAHLIMU MesbHULAMKU. Kparka nHopMaLmn - BbiIrogHoe aenble,
cOenaBllee MHOXXECTBO XaKepoB MUJIIMOHEPAMM. 3a XOPOLUYIO NporpamMmy, CHUTaOT
3KCNEepThbl, 3aHTEePECOBaHHbIE CTOPOHbI FOTOBbI BbIJIOXXUTb MOJIMUIIIMOHA (PPaHKOB Ha
YepHOM pbIHKE.

Kak npaBuno, MOLUEHHNKN AeACTBYIOT MO0 U3 NONTUYECKUX MOTUBaLum, nmbo ums
»xenaHmsa oboraTnTbcAa. Kpa>ka 6aHKOBCKMX AaHHbIX MPAMO C CaliTa 3aBepluaeTcs 06bI4YHO
HenocpeACTBEHHOW NepeKavykon AeHer Co CYeTOB, U (PMHaNbHbIA BbIUMPbLILW XaKepa B 3TOM
cJly4yae 3KCrnepThbl OLLEeHUBAOT B HECKOJIbKO MWUJIJIMOHOB 3a FOA.

Bce 6onee npmnenekaTenbHON MULLEHbIO Knbep-aTak CTaHOBATCA CMapTdOHbI, MOCTOAHHO
noAKJto4YeHHble K ceTu. NnpaTbl, He3aMeTHO A4 BJlafesibLeB, BHEAPAIOT B TesieOoHbI
3/10BpeaHYy0 NMporpamMmmy, CNocobHyo 0ToCnaTb Tak Ha3biBaeMble «CMC-npeMnyms» no 5
hpaHKoB 3a coobuieHne. «3TO CoBepLUEHHO He BpoCMTCS B ra3a B YaCTHOM cYyeTe 3a
TenedoHHy cBA3b. OQHAKO ANS NPECTYNHOWN FPpynnMpoBKN NOA0OHbLIE «NpeMumn»
COCTaBAT B KOHe4YyHoM utore goxopn B 500 000 ¢pparHkoB Ha 100 000 3aparkeHHbIX
CMapTdoOHOB, - KoMMeHTUpyeT KaHaoua BioecT. - Hennoxaa Meca4yHada 3apnnaTa,
corsiacuTecb».

Mpoaarka MOXULLLEHHbBIX AAaHHbIX TaK)Xe CTaHOBUTCA BCe Bonee nonynsapHOM B NpecTynHOM
Mupe. OBbIYHO NOKyNaTeNAMM BbICTYNAOT KPUMUHAJIbHbIE OpraHnu3aLnm 3a rpaHuLen.
OOHaKo NX Ha3BaHUSA, KakK M UMeHa Y4aCTHUKOB, TLWATe/IbHO MAaCKUPYOTCS, U BbINTU Ha
cnepn nNpakTUYeCKM HEBO3MOXKHO. Kakue CTPYKTYpPbl CKPbIBAOTCS 3a MOXuWeHnem
WHOPMaLMK, N KaKne rocyfapCTBa, TakKXXe CKPbIBA€TCA 3aMeLlaHHbIMU B MaXnHaL o
chepaMu: «3TO TOHKUIA NOJNTUYECKMIA BOMPOC. NMoKa3biBaTb NasibLLEM Ha TY WIN NHYIO
CTpaHy 06bl4HO HE AOCTaBUT HUYEro, KpoMe HenpusaTHocTen. B 60NbLUNHCTBE TakKnx
C/ly4aeB HEBO3MOXXHO 4TO-1Mbo foka3zaTb», - aobasnaeT MNMackanb Jlamna.

MpaBuTeNbCTBa HEKOTOPLIX FOCYAAPCTB NOA03PEBAOTCA WBENLAapPCKUMM cneynannctamu B
pMHaAHCMPOBaHUKN NMUPATCKNX onepaunn. Tak, Hanpumep, NHPOPMALLMOHHbLIN BUPYC
Stuxnet, 3apa3nBWNA JaHHbIE NPAHCKOW SiA4EPHON NPOorpamMmsbl, BojHe Mor ObiTb 3anyLleH
cekpeTHbIMUK cnyxbamn CLUA nnn N3pawnng, - HaMeKatoT 3kcnepTol. 1o MHeHuno KaHanaa
BioecTa, pa3spaboTka nogobHoro Bupyca goskHa bbina obontnch 3akasvmkam B 500 000
hpaHKOB.

kubep-nupaThbl LWIBENLLApUA
Kpa>ka 6aHKOBCKMX AaHHbIX
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CtaTbu no Teme

LecaTb neT wBenUapCckux paccaenoBaHUm, Nan Kak UIHTepHeT U3MeHWU NPecTyNnHOCTb
LLIBerLlapcKoe opy>Xme NnpoTmB NMpPaToB
Kak npaBuabHO BbiOpaTb CBOV Mapo/b NO-LBENLIAPCKN?

NHTepHeT - 0CTPOB COKPOBULLL?
LBenuapnsa non npuLLesoM Xakepos
LLiBeUapcKasa aTaka Ha «XakepoB»

LLIiBenuapckas pupma Victorinox npoBesa KOHKYPC OJ19 XaKepoB
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