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ManeHbKOM NPOBOJIOKN AOCTAaTO4YHO, 4TOObI B3/IOMaTb 3/IEKTPOHHbLIN KO A
MHTeNnNeKTyaslbHON cuctemMbl besonacHocTn (© ETH Zlrich)

CoTpyaHuKn LLiBenuapcKon BbiCLLEN TEXHUYECKOWN LWKOJIbI Lilopmxa B3/10Masin MalUnHY
CBOEro Ha4vasJibHUKa: B Hay4HbIX LEensax 1 no ero cobcreseHHon npockbe.



https://nashagazeta.ch
https://nashagazeta.ch/cities/cyurih

Les collaborateurs de I'ETH Zlrich ont déchiffré le verrouillage a distance dans la voiture de
leur chef: au nom de la science et sur sa propre demande.
Les chercheurs de I'ETH ont trompé Keyless-Entry-System

OKa3blBaeTCs, MOXKHO YrHaTb MalUMHY U HE TOJIbKO OCTaTbCsA 6e3HaKa3aHHbIM, HO U
nony4YnTb ogobpeHne BnagensLa: No kpanHen mepe, CpabsH THankyH, npodeccop
Kaenpbl KOMMbIOTEPHbLIX TEXHONOIM NI Bbiclen TexHnYeckon wkosbl Litopuxa (ETH),
oCTasica [oBoJsIeH paboTon CBOUX COTPYAHUKOB, KOTOPbIM OH MOPY4u B3JlIOMaTb
3N1IEKTPOHHYI0 cnctemy 6eckno4eBoro 4ocTyna cBoen MalmnHbl. OpenseH ®paHCUNOH 1
Bopuc JaHeB He TOJIbKO C JIEFrKOCTbIO CMPaBUINCL C MOCTaB/IEHHOM 3ada4en n obMaHynu
MOAHYI0 cuctemy Keyless-Entry, HO 1 HaWAM XUTPOYMHbIe CNOCOObI 3aLLMTbl OT
B3JIOMLLMKOB 3JIEKTPOHHbIX KJlo4en. B onybankKoBaHHOM nccaenoBaHnm LIOPUXCKMe
y4Y€eHble CHavyasla paccka3aiv 0 TOM, KaK B3/IOMaTb MalLUWUHY Ha 3/IEKTPOHHON CUCTEME
ynpaBsieHus, a 3aTeM - Kak obe3onacnTtb cebsa OT YroHLWNKOB.

KomdopTabenbHas cnctema beckno4eBoro 4ocTyna, OTKpbiBaoLWas ABepn, CIOBHO Mo
BonwebCcTBY, B NoC/feHee BpeEMSA 3aBOEBbIBAaET BCe O0JbLUYIO NOMNYAAPHOCTb Cpeamn
asToBNagenbLUeB. KoMnbloTep, YyCTAaHOB/IEHHbIV B MaLllMHE, pearnpyeT Ha 3/IEKTPOHHbIN
4Yun, BCTPOEHHbIN B KJIKOY WX CMapT-KapTy Bhajdesbua: 40CTaTOYHO Npubam3nTbCs K
aBTOMOOMNIO, KaK ABepLbl FOCTENMPUUMHO OTKPbIBAIOTCS, @ MOTOP 3aBOAUTCSA NIErkKUM
Ha)kaTueM Ha Knasuwy «CtapT». Takon e yaoOHOM CMCTEMON OCHaLleHa 1 HoBas
MalluMHa npodeccopa KoMMNblOTEPHbIX TexHonorum ETH CpabsiHa T4ankyHa, 1, Tak Kak
rnaBa UccnefoBaTeNbCKOW FPyMmbl, 3aHMMatloWencs cncteMamm 6e3o0nacHoOCTU, OTHIOAb He
paBHoOAYyLWeH K 6ecnpoBOAHbLIM CETAM U AaT4YMKaM, OH peLunsi NPpoBepUTb, HACKOJIbKO
MO>XHO noBepsTb Keyless-Entry.

YankKyH BO3/10XKWUJ1 Ha ABYX CBOUX
COTPYOHUKOB BaXXHYK MUCCUIO: NOMNbITAaTbCA YrHaTbh ero CO6CTBEHHYIO MalUMHY, NPAMO Ha
CTOsIHKe yHuBepcuTeTa. OpenbeH ®paHcniioH n bopuc laHeB NpuLwav oT Nopy4YeHns B
BOCTOPI M He 3acTaBuaun npocntb cebsa asaxkabl. K nx 60sbLLIOMY yAMBAEHNIO, XBaNEHYIO
BbecnpoBoaHYIO cncTeMy 6e30NacHOCTU yAasloCh PAaCcKyCUTb NPU MepBbIX XKe NonbliTKax:
npodeccopa 6e3 Tpyaa OKa3asincb B Hy)XON MallMHE N fa)Ke CMOr/in 3aBecTu ee.

[leno B TOM, 4TO OJ151 3HAaTOKOB KOMMbIOTEPHbIX TexHonorui Keyless-Entry-System
COBEpPLUEHHO He OT/IMYaAeTCs OT APYrMX TUNoB 6eCcnpoBOAHbIX ceTen. PYHKLMOHMPOBaHME
3JIEKTPOHHOr 0 KJlt04a 06ecneynBatoT PacrnosIoXKEHHbIE B Pa3HbIX YacTsaX aBToMobuns
aHTEHHbI, MOChbISIaloLLMe KOOBbLIN CUIHa, Kak TOJIbKO BRagenel npubanxaeTcs K
MawunHe. CneunanbHbI TPAHCNOHAEP, BCTPOEHHbIN B 3/IEKTPOHHbIN KITHOY,



pacmmq)posblsaeT CUrHan n «0TBeYaeT» aHTeHHaM B aBToMobusie HOBbIM LI,I/Iq)pOBbIM
KoOOM. ABTOMMJIOT MalUNHbI CpaBHMBaeT MOC/IaHHbIN K I'IOJ'Iy‘-IeHHbIVI CrHanbl N OTKPbIBAET
AOOCTYN K MalWlMHE N 3a>XUTraHnio, eCZin KoAObl COBMaaatoT.

«Takmm obpa3om, Hala 3ajavya CoCcTos1a B TOM, 4TOOblI BBECTU CUCTEMY MaLUMHbI B
3abnyxaeHune, 3aCTaBUTb €e NoBepuTb, BYATO TpaHCNOHAEP KJ0Ya HaXOAUTCA B
HenocpeaCcTBEHHOM BAM30CTN OT Hee. XOTSA Ha cCaMOM fesie OH Bblnl B CyMKe yaasinBLIerocs
Bnajenbua», - obbacHaeT bopuc [laHeB. B3nOMWMKN BO UMSA HAayKN OXXnAanu
npuban>xeHne CBOEro Kosjiern B CNOPTUBHOM aBToMobusie Ha CTOSIHKE yHUBepCcUTeTa.
TyankyH 3akKpblal MaWwKWHy, Kak nogobaeT, n oTnpasunaca pabotaTb Ha Kadenpy, cnpsTas
3N1EKTPOHHbIN K04 B KapMaH. Ha Kadenpe ¢ HAM CTOJIKHYNCA OAUH U3 COOBLHMKOB, B
KapMaHe KoToporo 6b1s10 cnpATaHo NpneMHoe yCTPOMNCTBO pa3MmepoM ¢ MP3-nnenep.

B 3To Bpems BTOPOW «B3JIOMLLMK» CTOS/1 BO3JIe MAlUMHbI C NepenaT4YnNKoM, CBA3aHHbIM C
aHTEeHHOW: «Ponb aHTEHHbI MOXXET BbINOJIHATbL 00blYHAsi MPOBOJIOKA», - BblAAET CEKPET
OpenbeH ®paHcuinoH. Takasi aHTeHHa, NpUCTaB/eHHas HENOCPEACTBEHHO K pyYke ABepu,
JIOBUT CUTHas, UCMYyCKAeMblli aHTEHHaMU MallWHbl U HAaNpaB/eT ero Ha nepenaTyuk,
KOTOPbIN TPaHC(OPMUPYET KoL 1 NepefaeT ero Ha BbICOKOYACTOTHbLIX BOJIHAX MPUEMHOMY
YCTPONCTBY B KapMaHe BTOporo coobuiHnKa. B cBoto o4epenb, NpueMHoe yCTPONCTBO
nepenaeT CUrHaa Ha KJlo4 B KapMaHe Yy HaxoAslWerocs psaom Branesbla aBTomobuns.
Kntoy, camo coboin pasymeeTcsi, 0OTBEYaeT Ha U3BECTHbIN Kofa. «Bce NpoMcxoanT B 04HO
MIHOBEHWE, N BOT MalUMHa Y>XKe OTKpbITa», - AeNSTCs BnevyaT/ieHnsaMn npodeccopa
®paHcninoH n [laHeB. HanaeHHbIn cnocob OHX NPOBEPUAN N Ha APYrUX MOLENaX:
pe3ynbTaT OKa3aJicsl TeM e, Bellb Bce becnpoBogHble Koy paboTaoT No ogHOMY U
TOMy e npuHumny. CBOM MeTo yYeHble Ha3BasIM «aTaka peTPaHCIATOpa»: OCHOBAH OH Ha
TOM, 4TO CUCTEME MALLUMHbI, B pe3yJibTaTe XUTPOYMHOW Urpbl C NepenaTynkamMm, KaxkeTcs,
6yaTo KJtoY BNagenbla HaXoANTCS B HENOCPeACTBEHHOM 611M30CTU OT Hee.

OnHako Lopuxckmne npodgeccopa
pa3paboTanu CBON MeTo He A5 YIOHLLWKOB, a A5 Toro, 4yTobbl NMoMoYb aBTOBIaAesibLaM
obBeCTV BOPOB BOKPYr Masjbla. D/ieMeHTapHble Mepbl 6e30MacHOCTM MO3BONAIOT
obe3onacuTb cebs 0T NOAKOBAHHLIX B KOMMbIOTEPHbIX TEXHOJIOMMSAX BOPOB. [epBbii
cnoco6: MO>XHO MPOCTO-HAaNPOCTO BbIHYTb 6aTapenkn n3 6ecnpoBoOgHOIr0 Kj04Ya Ha BpeMs
CBOEro OTCYTCTBUA U OTKPbITb MalUMHY C MOMOLLbIO 3aMaCcHOro KJ4a, COBETYIOT
LIOpPUXCKME nccnenoBaTesin. «3TO 3Ha4YNTESIbHO YCI0XKHSAET YroHLWMKam geno», -
0O6BACHSAIOT Y4YeHble, - «TakK KaK CHayajla MM Hafo OENCTBUTENIbHO B3/IOMaTb ABEPb
MaluHbl». MobovyHoe aencTeme - becnpoBofHas cucTemMa TepseT BCAKUN CMbICI, U



MalllMHa OTKpPbIBaeTCA C MNoOMoOLlbIO 06bI4YHOr 0 KJ/ItOYa.

BTopon BapuaHT - 06epHYyTb 3/IEKTPOHHbIN K04 KaKUM-HNBYOb MeTan/ioM-
HernpoBOAHMKOM, HanpuMmep, aJiloMMHUEBON POJILIOW: OHa NPenATCTBYET nepenaye
becnpoBofHOro curHana. Bopam npuwnock 6bl 3HAYNTENBHO YCUANTL CUMHasI, YTOoObI
NpPobuTbCA CKBO3b METANINYECKYI0 000/104KY U MOSYyHYUTb OTBET KJIK0Ya U KOO MaLUUHBbI.
OfOHako camMbiM yAOOHbIM Ha OaHHbIA MOMEHT ABNSAETCHA TPETUN BapuUaHT 3alUunThI,
pa3paboTaHHbIN CpabsHOM THaNKyHOM U ero kossieron no System Security Group
Kacnepom boH PacmycceHOM. C NOMOLLbIO NX YCTPONCTBA, Y>Ke CyLeCcTBYIOLWEero B
NpoToTMMe, BOSMOXHO NepefaBaTb aHTEHHaM aBTOMOOUAA MHGPOPMaALNIO O TOM,
HACKOJIbKO B EeNCTBUTENBLHOCTM yAasneH OT MalnHbl 3IEKTPOHHbLIN K04 N BCTPOEHHbLIN B
Hero TpaHCNoHAep: Takasd CUCTEMa He NO3BONSeT aHTeHHaM ownbaTbCs U NPUHUMATDL
CUrHanbl OT APYrMX YCTPOMUCTB, TO €CTb BJI0OKNPYET «aTaKy PpeTPaHCIATOPOB».

BoT Takol ypok pa3paboTynkamM MHTENNeKTyaslbHbIX CMCTeM 6ecnpoBoAHOro AOCTyMNa K
MallMHe NpenoaHecIn LIIPUXCKNE y4yeHble. BnosiHe BO3MOXXHO, YTO UX NMPOTUBOYFOHHbIE
akceccyapbl 6yayT Nosb30BaTbCsA CNPOCOM. A aBTOBMaAesbLI@M N BCEM OCTaslbHbIM
OCTaeTCs NOCOBETOBATb TOJ/IbKO OZHO: OCTOPOXKHee obpawaTbca ¢ 6ecnpoBOAHbIMM
HOBMHKaMW: HUKOr4a He 3Haellb, KaKOoW peTpaHCISTOp roTOBUTCA No6IN30CTU K aTake.
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