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ManeHbKOM NPOBOJIOKN AOCTAaTO4YHO, 4TOObI B3/IOMaTb 3/IEKTPOHHbLIN KO A
MHTeNnNeKTyaslbHON cuctemMbl besonacHocTn (© ETH Zlrich)

CoTpyaHuKn LLiBenuapcKon BbiCLLEN TEXHUYECKOWN LWKOJIbI Lilopmxa B3/10Masin MalUnHY
CBOEro Ha4vasJibHUKa: B Hay4HbIX LEensax 1 no ero cobcreseHHon npockbe.
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Les collaborateurs de I'ETH Zlrich ont déchiffré le verrouillage a distance dans la voiture de
leur chef: au nom de la science et sur sa propre demande.
Les chercheurs de I'ETH ont trompé Keyless-Entry-System

OkKa3blBaeTCs, MOXXHO YrHaTb MaLLUMHY U HE TOJIbKO OCTaTbCsA 6e3HaKa3aHHbIM, HO U
nony4YnTb ogobpeHne BnagensLa: No kpanHen mepe, CpabsH THankyH, npodeccop
Kaenpbl KOMMbIOTEPHbLIX TEXHONOIM NI Bbiclen TexHnYeckon wkosbl Litopuxa (ETH),
oCTasica [oBoJsIeH paboTon CBOUX COTPYAHUKOB, KOTOPbIM OH MOPY4u B3JlIOMaTb
3N1IEKTPOHHYI0 cnctemy 6eckno4eBoro 4ocTyna cBoen MalmnHbl. OpenseH ®paHCUNOH 1
Bopuc JaHeB He TOJIbKO C JIEFrKOCTbIO CMPaBUINCL C MOCTaB/IEHHOM 3ada4en n obMaHynu
MOAHYI0 cuctemy Keyless-Entry, HO 1 HaWAM XUTPOYMHbIe CNOCOObI 3aLLMTbl OT
B3JIOMLLMKOB 3JIEKTPOHHbIX KJlo4en. B onybankKoBaHHOM nccaenoBaHnm LIOPUXCKMe
y4Y€eHble CHavyasla paccka3aiv 0 TOM, KaK B3/IOMaTb MalLUWUHY Ha 3/IEKTPOHHON CUCTEME
ynpaBsieHus, a 3aTeM - Kak obe3onacnTtb cebsa OT YroHLWNKOB.

KomdopTabenbHas cnctema beckno4eBoro 4ocTyna, OTKpbiBaoLWas ABepn, CIOBHO Mo
BonwebCcTBY, B NoC/feHee BpeEMSA 3aBOEBbIBAaET BCe O0JbLUYIO NOMNYAAPHOCTb Cpeamn
asToBNagenbLUeB. KoMnbloTep, YyCTAaHOB/IEHHbIV B MaLllMHE, pearnpyeT Ha 3/IEKTPOHHbIN
4Yun, BCTPOEHHbIN B KJIKOY WX CMapT-KapTy Bhajdesbua: 40CTaTOYHO Npubam3nTbCs K
aBTOMOOMNIO, KaK ABepLbl FOCTENMPUUMHO OTKPbIBAIOTCS, @ MOTOP 3aBOAUTCSA NIErkKUM
Ha)kaTueM Ha Knasuwy «CtapT». Takon e yaoOHOM CMCTEMON OCHaLleHa 1 HoBas
MalluMHa npodeccopa KoMMNblOTEPHbIX TexHonorum ETH CpabsiHa T4ankyHa, 1, Tak Kak
rnaBa UccnefoBaTeNbCKOW FPyMmbl, 3aHMMatloWencs cncteMamm 6e3o0nacHoOCTU, OTHIOAb He
paBHoOAYyLWeH K 6ecnpoBOAHbLIM CETAM U AaT4YMKaM, OH peLunsi NPpoBepUTb, HACKOJIbKO
MO>XHO noBepsTb Keyless-Entry.

*TyankyH BO310XW1 Ha OBYX CBOMX COTPYLHUKOB BaXKHYIO MUCCUMIO: MOMbITATLCS YrHATH
ero cobCTBEHHYIO MaLLMHY, NPSMO Ha CTOAAHKE YHMBepcnTeTa. OpenbeH ®paHCUNOH n
Bopuc JaHeB NpuLaAn OT NMOpPyYEHUs B BOCTOPr 1 HE 3aCTaBUIM NPOCUTb cebsa aBakabl. K
nx 60nbLLIOMY YAUBEHWIO, XBasleHYyt0 6ecnpoBoAHY0 cucTeMy 6e30nacHOCTM yaanoch
PacKyCuUTb NPW NepBbIX XKe NonbiTKax: npogeccopa 6e3 Tpyaa 0kasasincb B Yy>KOW MallnHe
N fa)xe CMOran 3aBecTu ee.

[eno B TOM, 4TO 019 3HAaTOKOB KOMMNbIOTEPHbIX TexHoNornm Keyless-Entry-System
COBEpPLUEHHO HEe OT/IMYaeTCs OT APYrux Tunos 6ecnpoBoaHbIX ceTen. PYyHKLNOHUPOBaAHNE
3/1IEKTPOHHOr 0 KJ4a obecnevymBaloT pacnoNOXKEHHbIE B pa3HbIX YacTaX aBToMobunns
AHTEHHbI, MOoCbINIaloWmMe KOLOBbLIN CUMHAJ, KakK TOJIbKO Bragenew npnbnmxxaercs K
MalwunHe. CneunanbHbIN TPaHCNOHAEP, BCTPOEHHbLIN B 3IEKTPOHHbIN KJIHOY,
pacwngpoBbiBaeT CUrHaN N «0TBe4YaeT» aHTEeHHaM B aBToMobuie HOBbIM LLNGIPOBbLIM
KoOOM. ABTOMUAOT MallNHbI CPAaBHMBAET MNOC/AHHbIA U MOJIyYEHHbIW CUFHaNbl N OTKpPbIBaeT
AOCTYN K MalUMHE U 3aXKUraHWUIO, eCcain KoAbl COBMaaatoT.

«TakuM obpa3oM, Halla 3aJaya COCTos/1a B TOM, 4TOObl BBECTU CUCTEMY MalUVHbI B
3abny)xaeHune, 3aCTaBUTb €e NoBepuTb, OYATO TpaHCNOHAEP KJloYa HAXOOAUTCS B
HenocpencTBeHHoOW 6M30CTN OT Hee. XOTA Ha CaMOM aeie oH Obln B CyMKe yaasinBLUIerocs
BNagenbla», - 00bacHAeT bopuc JaHeB. B3OMLLNKM BO UMS HAYKN 0XKWUOANN
NpubAM>KEHNE CBOEro KOJIJIErn B CNOPTUBHOM aBTOMObOUIE Ha CTOSTHKE YHMBEPCUTETA.
TyanKyH 3aKpblJl MallMHY, Kak rnogobaeT, n oTnpaBuca paboTaTb Ha Kadeapy, cnpsaTas
3JIEKTPOHHbIN K04 B KapMaH. Ha kadenpe ¢ HAM CTOJIKHYJICS OAUNH U3 COOBLLIHMKOB, B
KapMaHe KOToporo 6b1s10 cnpsiTaHO NpMeMHOe YCTPONCTBO pasmepoM ¢ MP3-nnenep.



B 3TO BpemMs BTOPON «B3JIOMLUMK>» CTOSAJ BO3JI€ MaLLUUHbI C MepeaaTYNKoM, CBSA3aHHbLIM C
AHTEHHOWN: «POJIb @aHTEHHbI MOXKET BbINOJIHATL 0ObIYHAA NPOBOJZIOKAa», - BblAaeT CeKpeT
OpenbeH ®paHCUNOH. Takas aHTEeHHa, NPUCTaBJIEHHasa HEMOCPeACTBEHHO K py4Ke ABepw,
JIOBUT CUIHas, NCMYCKAaeMbI aHTEHHaMN MallWHbI N HanpaBaseT ero Ha nepegaTyuk,
KOTOpPbIN TpaHChopMupyeT KOA N nepefaeT ero Ha BbICOKOYAaCTOTHbIX BOJIHAX NPUEMHOMY
YCTPOMCTBY B KapMaHe BTOpOro coobuiHnka. B cBolo o4yepenb, NpUueMHoe YCTPONCTBO
nepegaeT CUrHaa Ha KJIl0Y B KapMaHe y HaxoasLeroca psnomM Bnagensua asromobuns.
Knto4, camo cobon pasymeeTcs, OTBeYaeT Ha U3BECTHbIN Ko4. «Bce nponcxognt B 04HO
MIHOBEHME, N BOT MalUMHa Y>Xe OTKpPbITa», - AeNaTCa BnevyaTieHnamMmm npodeccopa
dpaHCcninoH n aHes. HanaeHHbI cnocob OHW MPOBEPUAN U Ha APYrUX MOOENSAX:
pe3ynbTaT OKa3asiCsa TEM e, BeAb BCce becnpoBoaHble Koy paboTatoT no ogHOMY U1
TOMY e npuHumnny. CBOM MeTOoA y4eHble Ha3BaIM «aTakKa PeTpPaHCSTOpa»: OCHOBAH OH Ha
TOM, 4TO CUCTEME MaLUWHbI, B pe3yJsibTaTe XUTPOYMHOM Urpbl C NepefaTynkamMmm, KaxeTcs,
OyOTo K/IOY BNagesbla HaxoouTCcsa B HemocpencTBeHHoOM 6/1M30CTM OT Hee.

=loanako Lopuxckme npodeccopa paspabotanm ceon MeTo He A1 YIOHLLMKOB, a AN
TOro, 4Tobbl NOMOYbL aBTOBMIAAE IbLLAM 06BECTU BOPOB BOKPYT MNasbLa. dNeMeHTapHble
Mepbl 6e3onacHOCTN N03BOASAIOT 0be3onacnTb cebs OT NOAKOBAHHbLIX B KOMMAbIOTEPHbIX
TEexXHOI0rnax BopoB. MepBbin cnocob: MOXKHO NPOCTO-HAMNPOCTO BbIHYTb BaTapenkn ms
6ecnpoBOAHOrO KJlo4a Ha BPEMSA CBOEro OTCYTCTBUA U OTKPbITb MallWHY C MOMOLLbIO
3anacHOro KJ4Ya, COBETYIOT LIIOPUXCKME UCCefoBaTeNN. «I3TO 3HAYNTESIbHO YC/I0XKHSAET
YrOHLLMKaM [efio», - OOBbACHAIOT y4eHble, - «TaK Kak CHa4vana UM Hafo AeNCTBUTEesIbHO
B3JIOMaTb [ABepb MaluHbl». [Tobo4yHOe aencTeme - becnpoBoHasa CUCTEMa TepsaeT BCAKNN
CMbICJ1, 1 MalLUNHa OTKPbIBAETCHA C MOMOLLbIO 0OLIYHOMO KJto4a.

BTopon BapuaHT - 06epHYTb 3N1EKTPOHHbIN K04 KaKUM-HUBYAb MeTaniom-
HEenpPoOBOOHMKOM, HanNnpuMep, aJloMUHUEBON (POJILION: OHa NPEeNATCTBYET nepenaye
becnpoBoAHOro curHana. Bopam npuinock 66l 3HAYNTENIBHO YCUNNTbL CUMHA, 4TOoObI
NPobnTLCHA CKBO3b METaI/INYeCKyo 060J104KY 1 MOJTYy4YNTb OTBET KJI0Ya U KOA MaLUUHbI.
OAaHaKo caMbiM YyA0OHbLIM Ha OaHHbIA MOMEHT ABASETCA TPETUIN BapuaHT 3allnThl,
pa3paboTaHHbIN CpabsiHOM TYHaNKyHOM U ero kKossierom no System Security Group
Kacnepom BoH PacMmycceHoM. C MOMOLLbIO UX YCTPOMCTBA, Y>Ke CYLLEeCTBYIOLLEro B
npoTOTUME, BO3MOXHO NepefaBaTb aHTEHHaM aBTOMObBMAA NHGOpMaLKUo O TOM,
HaCKOJIbKO B OENCTBUTENBbHOCTU yaasieH OT MallNHbl 3IEKTPOHHbIN KJ1H0Y N BCTPOEHHbLIN B
Hero TpaHCNoOHAEep: Takasa CUCTEMa He MO3BOJISeT aHTeHHaM ownbaTbCs U NPUHUMATb
CUrHanNbl OT APYrNX YCTPONCTB, TO eCTb 6/10KMpYyeT «aTaKy peTpPaHCAATOPOB>.

BoT Takon ypok pa3paboTynkaM MHTEeNNeKTyalbHbIX CMCTEM HecnpoBOAHOro AOCTyMNa K
MalUMHe NMPenoaHec/In LIOPUXCKNE y4eHble. BnosiHe BO3MOXXHO, YTO UX MPOTUBOYIOHHbIE
akceccyapbl 6yayT Nosb30BaTbCsA CAPOCOM. A aBTOBJIaAesibLiI@M U BCEM OCTaJsIbHbIM
OCTAEeTCs NOCOBETOBATb TOJ/ILKO OJIHO: OCTOPOXKHee obpalaTbca ¢ 6ecnpoBoAHbIMY
HOBMHKaMM: HUKOrla He 3Haellb, KaKoW peTpaHCAATOp roToBUTCA No6AM30CTH K aTake.
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